Implementing Privacy Overlays
1. Introduction

This document is comprised of four Privacy Overlays that identify security and privacy control
specifications required to protect personally identifiable information (P1I), including protected
health information (PHI), in DOC systems and reduce privacy risks to individuals throughout
the information lifecycle.* The Privacy Overlays support implementation of but are not intended
to, and do not, supersede privacy requirements of statute, regulation, or Office of Management
and Budget (OMB) policy.

Since the Privacy Act of 1974 established the requirement for “appropriate administrative,
technical, and physical safeguards to insure the security and confidentiality of records” and “to
protect... the integrity” of systems, both the technology and threats thereto have evolved and
organizations have had to change the way they protect their information.? The National Institute
of Standards and Technology (NIST) Special Publication (SP) 800-53, Revision 4 provides the
underlying controls necessary to protect PII processing systems within DOC. Based on the Fair
Information Practice Principles (FIPPs)® and federal privacy requirements, these Privacy
Overlays provide a consistent approach for ensuring implementation of “appropriate
administrative, technical, and physical safeguards” to protect PII in information systems
irrespective of whether the PIl is maintained as part of a system of records.” The Privacy
Overlays provide a method within existing NIST structures to implement the security and
privacy controls necessary to protect PII in today’s technology-dependent world.

All Pl is not equally sensitive and therefore all P11 does not require equal protection. PIl with
higher sensitivity requires more stringent protections, while PII with lower sensitivity requires
less stringent protections. There are three overlays that address the varying sensitivity of Pll;
Low, Moderate, and High. PHI is a subset of PIl and in addition to sensitivity considerations,
PHI requires a minimum set of protections that are based on the Health Insurance Portability and
Accountability Act (HIPAA) Privacy, Security, and Breach Rules. Therefore, PHI is addressed
under a fourth overlay, which is applied on top of the Privacy Overlay determined by the
sensitivity of the PHI, i.e., Low, Moderate, or High.

! For additional information about PII and PHI, see Section 7, “Definitions.”

2 “Establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality
of records and to protect against any unanticipated threats or hazards to their security or integrity which could result
in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is
maintained.” 5 U.S.C. §552a(e)(10).

® Committee Report No. 93-1183 to accompany S. 3418 (Sep 26, 1974), p 9.

* “[ A system of records is] a group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular
assigned to the individual.” 5 U.S.C. §552a(a)(5).
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2. Overlay Characteristics

NIST has noted that the “[t]reatment of PII is distinct from other types of data because it needs to
be not only protected, but also collected, maintained, and disseminated in accordance with
federal law.” Privacy and security controls selected to protect Pl in information systems are
distinct from the security controls selected to enforce security protections for other information
types. The selection of privacy and security controls focus on protecting individuals and
organizations from potential harms specific to privacy risks. To accomplish these distinct
objectives, the Privacy Overlays provide four baseline-independent overlays to support
compliance with federal privacy requirements. The Privacy Overlays assist privacy officers,
information system security officers, system owners, program managers, developers, and those
who maintain information systems by identifying the security and privacy control specifications
that implement the privacy requirements of federal statutes, regulations, policies, and standards.
Security and privacy professionals often have differing backgrounds and levels of understanding
for each other’s requirements and activities. The Privacy Overlays include information to help
the privacy and security communities understand each other and to collaborate to protect PII.

It is critical that information technology (IT) security and privacy offices work together early and
throughout the System Development Life Cycle (SDLC) and the Risk Management Framework
(RMF), and when conducting the analysis of P11 confidentiality impact level® necessary to

identify the applicable Privacy Overlays. This interdisciplinary collaboration is necessary to
ensure privacy requirements and risks are addressed both early in the SDLC and RMF processes

and whenever a system or system requirement changes.” Coordination early in the process
benefits the organization by minimizing the need to retrofit privacy protections into information
systems, decreasing the likelihood of privacy breaches and mishandling of Pll, and reducing the
potential for litigation against the organization.

2.1 Selecting Privacy Overlays

One or more of the Privacy Overlays may apply, depending on the type of PIl maintained. All
PII must be evaluated to determine whether the low, moderate, or high Privacy Overlay applies.
In addition, PHI must also be protected by applying the PHI Privacy Overlay.

2.1.1 Low, Moderate, and High Privacy Overlays

The analysis described in Section 3 identifies the value of the P11 confidentiality impact level
which selects the low, moderate, or high privacy overlay. The low, moderate, and high columns
of Table 3 identify the security and privacy control specifications applicable to the system based
on the identified value of the PII confidentiality impact level (low, moderate, or high).

> NIST SP 800-122, Section 2.3, “PII and Fair Information Practices,” pp. 2-3.
® See Section 2.5 under “Categorization of PII Using NIST SP 800-122.”
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2.1.2 PHI Privacy Overlay

PHI is a subset of PII that has its own specific statutory and regulatory requirements. Therefore,
in addition to the low, moderate, or high Privacy Overlay identified in section 2.1.1,
organizations with PHI must apply the PHI Privacy Overlay. The PHI column of Table 3
identifies the PHI Privacy Overlay establishing the minimum requirements concerning PHI.
Organizations must follow the guidance in section 2.3.2 in applying the PHI Privacy Overlay.

2.2 The PI1 Confidentiality Impact Level

The low, moderate, and high Privacy Overlays use the NIST SP 800-122 concept of PII
confidentiality impact level to select which of the low, moderate, or high Privacy Overlays to
apply. NIST SP 800-122 notes the importance of the security objectives of confidentiality,
integrity, and availability. While NIST points out that the P11 confidentiality impact level refers
to the confidentiality security objective,? it advises organizations to consider integrity and
availability requirements for PII when applicable.’ Therefore, the low, moderate, and high
Privacy Overlays considered all three security objectives (confidentiality, integrity, availability)
as well as privacy objectives historically embodied in the FIPPs to identify control specifications.
The low, moderate, and high Privacy Overlays should be viewed to encompass all three security

objectives with regard to PIl. Organizations should follow the RMF guidance for determining
the integrity and availability impact values as they do for other information types. Note that

although the P11 confidentiality impact level sounds similar, it is different from, and does not
equate to, the impact values'® for the security objectives of confidentiality, integrity, and
availability for the system overall, which are used to determine the security control baselines.

The P11 confidentiality impact level is not the same, and should not be confused with, the
security objective of confidentiality for the system.

Section 3 of the Privacy Overlays provides the steps necessary to determine the PII
confidentiality impact level.

" See, for example, 5 U.S.C. §552a(e)(10), “establish appropriate administrative, technical and physical safeguards
to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their
security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any
individual on whom information is maintained.”

% See NIST SP 800-122, Footnote 31.

° See NIST SP 800-122, Section 3, page 3-1.

10 NIST SP 800-53, Rev. 4, (defines “impact value” as “[t]he assessed potential impact resulting from a compromise
of the confidentiality, integrity, or availability of information expressed as a value of low, moderate or high.”)
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2.2.1 PHI

PHI is a specific subset of Pl that is defined by HIPAA. It is important to note that HIPAA and
the guidance in the PHI Privacy Overlay only apply to covered entities'' and business
associates.™” For clarification and discussion of the scope and applicability of HIPAA and the
PHI Privacy Overlay, see definition of PHI in Section 7. The Privacy Overlays distinguish
between P11 and PHI to clearly document the supplemental guidance, control extensions, and
regulatory and statutory references that apply specifically to PHI (i.e., the HIPAA Privacy,
Security, and Breach Rules). '

The PHI Privacy Overlay identifies minimum security and privacy control requirements

designed to meet HIPAA Security Rule requirements, as well as the HIPAA Privacy and Breach
Rule requirements, where appropriate. Covered entities and business associates must conduct a
risk analysis to determine which controls are reasonable and appropriate for their environment
and busli4ness practices, to include consideration of the probability and criticality of potential risks
to PHI.

The concept of “addressable controls” (referred to as “addressable implementation
specifications” in the HIPAA Security Rule) provides covered entities additional flexibility with
respect to compliance with the HIPAA Security Rule standards. With respect to controls that are
identified as “addressable” in the PHI Privacy Overlay, a covered entity or business associate
must do one of the following: (i) implement the addressable control; (ii) implement one or more
alternative security measures to accomplish the same purpose; or (iii) not implement either an
addressable control or an alternative. The covered entity or business associate must decide
whether a given addressable control is a reasonable and appropriate security measure to apply
within its particular security framework.

For example, a covered entity or business associate must implement an addressable control if it
is reasonable and appropriate to do so, and must implement an equivalent alternative if the
addressable control is unreasonable and inappropriate, and there is a reasonable and appropriate
alternative. This decision will depend on a variety of factors, such as, among others, the entity's
risk analysis, risk mitigation strategy, security measures already in place, and the cost of
implementation. The decisions that a covered entity or business associate makes regarding
addressable controls must be documented in writing. The written documentation of the
organization’s risks decisions, as required by HIPAA, should include the factors considered as
well as the results of the risk assessment on which the decision was based. Before tailoring these
“addressable” controls, the organization should consult with the office or individual responsible
for HIPAA compliance within their organization. For more information about tailoring, see
“Tailoring Considerations” in Section 6 of this document.

11 45 C.F.R. §160.103 (defining covered entities as health plans, health care clearing houses, and health care
providers that electronically transmit PHI in connection with any transactions set forth in the regulations).

1245 C.F.R. §160.103 (defining business associates as people or entities that perform certain functions or activities

that involve the use or disclosure of PHI on behalf of, or provide services to, a covered entity).

13 45 C.F.R. Parts 160 and 164.

14 See Department of Health and Human Services, Guidance on Risk Analysis Requirements under the HIPAA
Security Rule, available online at
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf (accessed 28 March
2015). See also 45 C.F.R. §164.308(a)(1)(ii)(A).
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2.3 Exception of Business Rolodex Information

OMB M-07-16, Footnote 6, establishes the flexibility for an organization to determine the
sensitivity of its PII in context using a best judgment standard. The example provided in
footnote 6 addresses an office rolodex and recognizes the low sensitivity of business contact
information used in the limited context of contacting an individual through the normal course of
a business interaction. The Privacy Overlays refers to this example from OMB M-07-16,
Footnote 6, as the “Rolodex Exception.” PII meeting the “Rolodex Exception” typically presents
a very low risk to privacy for the individual or the organization and will not trigger
implementation of the low, moderate, or high Privacy Overlays for a system containing only this
type of information. Consistent with NIST and CNSS tailoring guidance, the “Rolodex
Exception” is a scoping decision that, when applicable, helps organizations avoid unnecessary
expenditures of resources based on a risk determination for this limited subset of PII.

For the purposes of implementing the low, moderate, and high Privacy Overlays, P1l that may be
included in this “Rolodex Exception” is limited to the following business contact information:

. Name (full or partial)

. Business street address

. Business phone numbers, including fax
. Business e-mail addresses

. Business organization

An example of an information system which may meet the parameters of the Rolodex Exception
include office rosters that contain only business contact information.

Before choosing to apply the Rolodex Exception, an organization must consider the sensitivity of
the PI1l based on the complete context in which it appears. Business contact information alone
can be sensitive under certain circumstances, such as in association with a tax return or on a list
of individuals under investigation for fraud, waste, and abuse. Consider, also, whether the

contact information includes a blend of business and personal information (e.g., a business phone
number may be a personal device, or a business address may be a residential address of a home

office). If, after exploring contextual considerations, the organization determines that a system’s
use of the business contact information is limited to business contact purposes, then the
organization may apply the Rolodex Exception.

This analysis must include an evaluation of related operational security issues, which are distinct
from privacy considerations and may require additional protective measures. Application of this
Rolodex Exception is limited to the Privacy Overlays and does not affect applicability of any
other statute, regulation, or standard which may require consideration and protection of this type
of information in other contexts. For example, consider business contact information which both
meets the terms of the Rolodex Exception and appears in a context that has increased
classification or operational security sensitivities; the Rolodex Exception may obviate the
organization from implementing the Privacy Overlays, but the organization must still meet
requirements that are applicable to protect classified information and resolve operational security
concerns.
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e The requirement to implement the Privacy Overlays is separate and distinct from the
requirement to conduct a Privacy Impact Assessment (P1A)."° The Privacy Overlays are
required by CNSSI 1253 for all NSS that maintain P1I as described in this Section
regardless of whether the requirement to conduct a PIA applies.

e The information system implements the applicable Privacy Overlay(s) to ensure that the
PIl in the information system is protected from security threats.

There are also some possible situations that are specifically not addressed in the Privacy
Overlays. These include:

e Applicability of privacy documentation requirements for information systems containing
Pl or PHI, e.g., PIA, system of records notice, etc.;'® and
e Ensuring that the functionality of the system is free from privacy risks."’

3. Applicability

Use the questions below and the appropriate P1l confidentiality impact level — low, moderate, or
high — to identify the applicable Privacy Overlays. For example, if the P1l confidentiality
impact level is high, then the privacy and security controls marked as high in Table 3 of this
document are applicable for the information system. For assistance in answering these questions,
consult with your organization’s Privacy Office.

1) Does the information system contain P11?

Identify if your system contains PII by using Section 2.3.1, “PIL.” If the answer to this
question is no, the Privacy Overlays do not apply. If the answer is yes, continue through the

'S A PIA is a risk analysis process implemented during the development or acquisition phase of an information
system to identify, evaluate, mitigate, and document privacy risks to individuals and agencies. The Privacy
Overlays present a subset of security and privacy controls applicable to information systems that contain PIl and/or
PHI and are selected from the NIST SP 800-53 security, information security programs, and privacy control
catalogs, per CNSSI 1253 at Appendix F. One does not obviate the need for the other. The information and
evaluation process of a PIA will inform the successful implementation of these Privacy Overlays, and vice versa.
For example, the PIA facilitates analysis of the sensitivity of the PII in a system which supports an evaluation of the
appropriate P1I confidentiality impact level for the system while the security controls implemented via the Privacy

Overlays support a discussion within the PIA about how the organization has protected the PII in the system.
16 The E-Government Act of 2002, which requires P1As for federal information systems under Section 208, provides

a limited exception under Section 202(i) for information systems that meet the statutory definition of NSS which
must be determined through a case-by-case analysis of the information system and not a blanket assumption based
on the organization. While not required by law, however, identifying and addressing privacy risks in federal NSS
through the PIA process may be required by organizational policy.

7" An information system could be protected by the controls in the Privacy Overlays and successfully perform its
required data action as intended by the purpose of the system, while the data action itself may result in privacy risks
to individuals, i.e., the PIl in a system is protected from security threats, but the intended data action of the system
itself presents privacy risks. Such data actions have been referred to by NIST as “problematic data actions.”
Anticipation and prevention of those problematic data actions and the associated privacy risks to individuals and
organizations are outside the scope of the Privacy Overlays. See generally, NIST, Privacy Engineering Objectives
and Risk Model, available online at http://csrc.nist.gov/projects/privacy_engineering/documents.html (accessed 28
March 2015).

Privacy Overlay 6



2)

3)

4)

4.

additional questions below.

Does Exception of the Business Rolodex Information apply?

Determine if the exception for business Rolodex information applies by using Section 2.4,
“Exception of the Business Rolodex Information.” If the answer to this question is yes, the
overlays do not apply. If the answer is no, continue through the additional questions below.
Is the P1I confidentiality impact level low, moderate, or high?

Determine the PII confidentiality impact level by using Section 2.5, “Categorization of PII
Using NIST SP 800-122.” Use the identified PII confidentiality impact level to apply the
appropriate Privacy Overlay low, moderate, or high. Continue to question 4.

Is your organization a covered entity or business associate under HIPAA?

Determine if: a) your organization is a covered entity or business associate under HIPAA,
and b) the PII in the information system is PHI, by using Section 2.3.2, “PHI.” If the answers

to both a) and b) are yes then the information system contains PHI, and the organization must

apply the PHI Privacy Overlay. If the answer to either a) or b) is no, then the organization
should not apply the PHI Privacy Overlay. Application of the PHI Privacy Overlay is in
addition to the low, moderate, or high Privacy Overlay selected in response to question 3.

Overlays Summary

The table below contains a summary of the security and privacy control specifications as they
apply in the Privacy Overlays. The detailed specifications and tailoring considerations for each
control can be found in the sections that follow. The symbols used in the table are as follows:

A plus sign (“+7) indicates the control should be selected.

Two “dashes” (“--) indicates the control should not be selected.'®

The letter “E” indicates there is a control extension."

The letter “G” indicates there is supplemental guidance, including specific tailoring

guidance if applicable, for the control.

e The letter “V” indicates this overlay defines a value for an organizational-defined
parameter for the control.

e The letter “R” indicates there is at least one regulatory/statutory reference that affects the

control selection or that the control helps to meet the regulatory/statutory requirements.

Controls that include an E, G, V, or R specification without a “+” or a “--”” are not required,
but they do have privacy implications when implemented for other reasons. Please see the
Tailoring Considerations section for more information regarding these specifications.

'8 AC-2(8) includes regulatory/statutory references that prohibit its selection of this control for systems that maintain

P1l with a PIl Confidentiality Impact Level of Moderate or High and for PHI.
'% Control extensions will be submitted to NIST for consideration when updating the NIST SP 800-53 catalog.
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Table 3: Privacy Overlays Security and Privacy Controls

PRIVACY OVERLAYS
PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
AC-1 +GR +GR +GR +ER
AC-2 +EGVR +EGVR +EGVR +EGR
AC-2(8) -R --R
AC-2(9) GVR GVR GVR R
AC-2(13) +R +R +R +R
AC-3 +EGR +EGR +EGR +GR
AC-3(9) +EVR +EVR +R
AC-3(10) GVR GVR GVR
AC-4 +GR +GR +R
AC-4(8) +VR
AC-4(12) +GR
AC-4(15) +GR +GR +R
AC-4(17) +GVR +GVR
AC-4(18) +GR +GR +R
AC-5 +GR +GR +GR
AC-6 +GR +GR +GR
AC-6(1) +GR +R
AC-6(2) +GR +GR +R
AC-6(3) GR
AC-6(5) +R +R
AC-6(7) +VR +VR +VR +VR
AC-6(9) +R +R +R
AC-6(10) +R +R
AC-8 GR GR GR GR
AC-11 +EVR +EVR +EVR +GR
AC-12 +GR
AC-14 GR GR GR
AC-16 +GVR +GVR +GVR +GVR
AC-16(3) +GVR +GVR +GVR +GVR
AC-17 +GR +GR +GR +GR
AC-17(1) +GR +GR +GR +R
AC-17(2) +R +R +R +GR
AC-18(1) +GR +GR +GR
AC-19 +ER +ER +ER +GR
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PRIVACY OVERLAYS
PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
AC-19(5) +EVR +EVR +EVR +GVR
AC-20 +EGR +EGR +EGR +R
AC-20(1) +R +R +R +R
AC-20(3) +EGVR +EGVR +EGVR
AC-21 +GR +GR +GR +GR
AC-22 +GR +GR +GR +R
AC-23 EGR EGR EGR
AT-1 +GR +GR +GR +R
AT-2 +ER +ER +ER +GR
AT-3 +ER +ER +ER +R
AT-4 +GR +GR +GR +R
AU-1 +GVR +GVR +GVR +R
AU-2 +GVR +GVR +GVR +GR
AU-3 +GR +GR +GR +R
AU-4 +GR +GR +R
AU-4(1) GR GR R
AU-6 +GR +GR +R
AU-6(3) +R +R
AU-6(10) +GR +GR
AU-7 +R +R +R +R
AU-7(1) +R +R +R
AU-7(2) +R +R +R
AU-9 +GR +GR +GR +R
AU-9(3) +GR +GR +GR
AU-9(4) GR GR
AU-10 +GR +GR +R
AU-10(1) +GR +GR +R
AU-11(1) GR GR
AU-12 +R +R +R
AU-12(3) +VR +VR +VR
AU-14 GR GR
AU-14(2) GR GR
AU-14(3) GR GR
AU-16(2) +GVR
CA-1 +GR +GR +GR +R
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PRIVACY OVERLAYS
PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
CA-2 +GR +GR +GR +VR
CA-3 +R +R +GVR
CA-3(3) +VR +VR +VR +R
CA-3(5) +VR +VR +VR +R
CA-6 +EGR +EGR +EGR +GR
CA-7 +GR +GR +GR
CA-8 +GVR

CA-9 +GVR +GVR +VR
CA-9(1) +GR +GR +R
CM-3(6) +GVR +GVR +GVR +GVR
CM-4 +GR +GR +GR +R
CM-4(1) +GR +GR

CM-4(2) +R +R +R
CM-8(1) +R
CP-1 +R +R +R +R
CP-2 +R +R +R +GR
CP-2(5) +R
CP-2(8) +GR
CP-4 +GR
CP-7 GR GR GVR
CP-9 +ER +ER +ER
CP-10 +R +R +R
1A-2 +R +R +R +R
IA-2(6) +GR +GR

IA-2(7) +GR +GR

IA-2(11) +GR +GR

1A-3 +R
1A-4 +ER +ER +ER +GR
IA-4(3) +GR +GR

1A-5 +R +R +GR
1A-6 +GR
1A-7 +GR +GR +GR +GR
1A-8 +R +R +R
IR-1 +GVR +GVR +GVR +GR
IR-2 +GR +GR +GR +GR
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PRIVACY OVERLAYS

PIl Confidentiality Impact Level
CONTROL LOW MODERATE HIGH PHI
IR-4 +GR +GR +GR +GR
IR-4(3) +EVR
IR-5 +GR +GR +GR +R
IR-6 +GVR +GVR +GVR +R
IR-7 +GR +GR +GR +R
IR-8 +GR +GR +GR +GR
IR-10 +GR +GR +GR
MA-1 +ER +ER +GR
MA-2 +GR
MA-4(6) +R +R +R +R
MA-5 +GR +GR +GR +GR
MP-1 +VR +VR +VR +VR
MP-2 +VR +VR +VR +VR
MP-3 +GR +GR +GR +GR
MP-4 +VR +VR +VR +R
MP-5 +VR +VR +VR +VR
MP-5(4) +R +R +R +GR
MP-6 +GVR +GVR +VR
MP-6(1) +GR +GR +GR +GR
MP-6(8) +GR +GR
MP-7 +GVR +GVR
MP-7(1) +R +R
MP-8(3) +VR +VR +GVR
PE-1 +R
PE-2 +R +R +R +GR
PE-2(1) +GR
PE-3 +R +R +R +R
PE-4 +GR
PE-5 +GR +GR +GR +GR
PE-6 +GR
PE-8 +GR
PE-17 +GR +GR +GR
PE-18 +GR +GR
PL-1 +ER
PL-2 +EGR +EGR +EGR +R
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PRIVACY OVERLAYS
PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
PL-4 + EGR +EGR +EGR

PL-8 +GR +GR +GR

PS-1 +ER +ER +ER +R
PS-2 +ER +ER +ER +GR
PS-3 +ER +ER +ER +GR
PS-3(3) +GVR +GVR +GVR +GR
PS-4 +GR +GR +GR +GR
PS-5 +ER +ER +ER +GR
PS-6 +GR +GR +GR +R
PS-7 +GR +GR +GR +R
PS-8 +EGR +EGR +EGR +R
RA-1 +EGR +EGR +EGR +R
RA-2 +ER +ER +ER +R
RA-3 +EGVR +EGVR +EGVR +GVR
SA-2 +ER +ER +ER

SA-3 +GR +GR +GR

SA-4 +EGR +EGR +EGR +ER
SA-8 +GR +GR +GR

SA-9 +ER
SA-9(5) +EGR +EGR +EGR

SA-11 +EGR +EGR

SA-11(5) +ER

SA-15(9) +EGR +EGR

SA-17 +EGR +EGR +EGR

SA-21 +GVR +GVR +GVR +GR
SC-2 +ER +ER +ER
SC-4 +GR +GR +GR +R
SC-7(14) +GVR
SC-8 +GVR +GVR +GVR +VR
SC-8(1) +EVR +EVR +EVR +GR
SC-8(2) +GVR +GVR

SC-12 +VR +VR +VR +GR
SC-13 +VR +VR +VR +GR
SC-28 +GVR +GVR +GVR +R
SC-28(1) +EGR +EGR +EGR +GR
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PRIVACY OVERLAYS

PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
Sl-1 +R +R +R +R
SI-3 +GR
Sl-4 +GR +GR +GR +R
SI-5 +GR
SI-7 +VR +VR +VR +VR
SI-7(6) +ER + ER + ER + GR
SI-8 + GR
SI-10 +VR + VR
SI-11 +VR + VR + VR + VR
SI-12 +EGR +EGR +EGR +EGR
PM-1 +GR +GR +GR +R
PM-2 GR GR GR +ER
PM-3 +R +R +R
PM-5 +GR +GR +GR +GR
PM-7 +GR +GR +GR +R
PM-9 +ER +ER +ER +ER
PM-10 +EGR +EGR +EGR +ER
PM-11 +EGR +EGR +EGR +R
PM-12 +ER +ER +ER
PM-13 GR GR GR R
PM-14 +EGR +EGR +EGR
PM-15 +EGR +EGR +EGR
AP-1 +GR +GR +GR
AP-2 +GR +GR +GR
AR-1 +EGR +EGR +EGR +GR
AR-2 +GR +GR +GR +R
AR-3 +ER +ER +ER +ER
AR-4 +GVR +GVR +GVR +R
AR-5 +EGR +EGR +EGR +R
AR-6 +R +R +R +GR
AR-7 +GR +GR +GR +R
AR-8 +R +R +R +GR
DI-1 +GR +GR +GR
DI-1(2) +GR +GR
DI-1(2) +VR +VR
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PRIVACY OVERLAYS
PIl Confidentiality Impact Level

CONTROL LOW MODERATE HIGH PHI
DI-2 GR GR GR
DI-2(1) GR GR GR
DM-1 +GR +GR +GR +R
DM-2 +VR +VR +VR +VR
DM-2(1) +R
DM-3 +GR +GR +GR +GR
DM-3(1) GR GR GR +GR
IP-1 +GR +GR +GR +GR
IP-1(1) +R
IP-2 +GR +GR +GR +ER
IP-3 +GR +GR +GR +R
P-4 +R +R +R +R
IP-4(1) GR GR GR +R
SE-1 +GR +GR +GR +R
SE-2 +GR +GR +GR +R
TR-1 +GR +GR +GR +GR
TR-1(1) G G G GR
TR-2 +GR +GR +GR
TR-2(1) +GR +GR +GR
TR-3 +R +R +R
UL-1 +EGR + EGR + EGR +R
UL-2 + EGR + EGR + EGR + GR

5. Detailed Overlays Control Specifications

This section is a comprehensive view of the security and privacy controls as they apply to the
Privacy Overlays. The guidance provided in this section elaborates on the guidance given in
NIST SP 800-53, Rev. 4. For controls that should either be selected (“+) or not selected (“--"),
a justification is given based on the defined overlay characteristics. In addition to justification, a
security or privacy control may have other specifications that include control extensions “(“E”),
supplemental guidance (“G”, including specific tailoring guidance), parameter values (“V”), and
regulatory/statutory references (“R”).

Some controls discussed in the Privacy Overlays may not be selected for any overlay, yet may
include supplemental guidance — when systems containing P1l employ these controls (e.g.,
selected as part of a baseline or another overlay), the supplemental guidance should be followed
to ensure privacy considerations related to that control are addressed. These controls can be
found in Section 6, Tailoring Considerations.
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On occasion, a security or privacy control may only include a selection or supplemental guidance
without a reference — in these instances applicability of the control is not absolute but should be
considered as a common practice (see as an example TR-1(1)).

AC-1, ACCESS CONTROL POLICY AND PROCEDURES

Justification to Select: Access Control policies and procedures form the foundation that
allows privacy protections to be implemented for the identified uses of PIl and PHI.

PHI Control Extension: The organization develops, disseminates, and reviews/updates
the access control policies and procedures complying with the HIPAA Minimum
Necessary Rule and permitted or required uses and disclosures, to limit unnecessary or
inappropriate access to PHI.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Privacy requirements commonly use the terms “adequate security” and “confidentiality”
when referring to access controls and other security safeguards for PIl. Applied together,
these terms signify the need to make risk-based decisions based on the magnitude of
harm (to both organizations and individuals) when determining applicable restrictions for
PII. For the purpose of this overlay, refer to the definitions of “adequate security” in
OMB Circular A-130, Appendix III, and “confidentiality” in NIST SP 800-37, Rev. 1,
Appendix B. These definitions are consistent with CNSSI No. 4009. Related Controls:
AR-4; AR-7.

Low, Moderate, and High P1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (e)(9)-(10); OMB M-07-16, Att. 4; OMB Circular A-
130, 7.g. and Appendix I1l; OMB M-06-16; NIST SP 800-37, Rev. 1, Appendix B; NIST
SP 800-122

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(i); 45 C.F.R.
8164.308(a)(3)(ii)(A); 45 C.F.R. §164.308(a)(4)(i); 45 C.F.R. 8164.308(a)(4)(ii)(B); 45
C.F.R. §164.308(a)(4)(ii)(C); 45 C.F.R. §164.312(a)(1); 45 C.F.R. §164.514(d)(1)-(5)

AC-2, ACCOUNT MANAGEMENT

Justification to Select: Account management is a critical function for developing and
implementing an access control framework that is appropriate for the information
contained in systems and applications. When implemented effectively, the access control
framework provides the necessary constructs for controlling access to PlI, limiting
disclosure of records about individuals to only those system and application users that
have a need for the information to perform their job functions. The purpose of this
guidance is to establish requirements for user access to PHI and PII.

Low PII Confidentiality Impact Level Control Extension: Prohibit use of guest,
anonymous, and shared accounts for providing access to PIl. Notify account managers
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within an organization-defined timeframe when temporary accounts are no longer
required or when information system users are terminated or transferred or information
system usage or need-to-know/need-to-share changes. Prior to granting access to PIlI,
users demonstrate a need for the PII in the performance of the user's duties.

Moderate and High PIl Confidentiality Impact Level Control Extension: Apply the Low
PII confidentiality impact level Control Extension. Implement access controls within the
information system based on users’ or user group’s need for access to PIl in the
performance of their duties. Organizations should provide access only to the minimum
amount of PII necessary for users to perform their duties.

Low, Moderate, and High Pll Confidentiality Impact Level Supplemental Guidance:
Related Controls: AC-16, AC-3

PHI Control Extension: Apply the High P11 confidentiality impact level Control
Extension.

PHI Supplemental Guidance: The identification of authorized users and access privileges
include considerations of whether the user will need access to PHI and whether such
access may be permitted or required under HIPAA. The purpose of this guidance is to
establish requirements for user access to PHI. Organizations should establish procedures
for obtaining necessary electronic protected health information, to include during an
emergency. Related Controls: AC-16, AC-3

Low and Moderate PIl Confidentiality Impact Level Parameter Value:

f.... the requirement for each user to complete annual privacy training, or otherwise the
account would be disabled.

J.... atleast annually.

High PII Confidentiality Impact Level Parameter Value:

f.... the requirement for each user to complete privacy training annually, otherwise the
account would be disabled.

J.-.. at least quarterly for privileged accounts, at least annually for general user’s accounts

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (e)(9)-(10); OMB M-07-16, Att. 1

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.308(a)(3)(ii)(B); 45 C.F.R. §164.308(a)(4)(i); 45 C.F.R. 8164.308(a)(4)(ii)(B); 45
C.F.R. 8164.308(a)(4)(ii)(C); 45 C.F.R. 8164.308(a)(5)(ii)(C); 45 C.F.R.
§164.312(a)(2)(i); 45 C.F.R. 8164.312(a)(2)(ii); 45 C.F.R. §164.502

Control Enhancement; 8

Justification to Not Select: Access to PIl may not be granted to entities who are
previously unknown, only to officers and employees who have a need for the information
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in performance of their duties. Dynamic account creation (DAC) is an automated process
that may not support independent verification of a need for access to PII.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b)(1); OMB Circular A-130, 7.g.

Control Enhancement: 13

Justification to Select: Disabling accounts for high-risk individuals is a minimum
requirement for the organization’s rules of behavior as a consequence for abusing access
privileges to access PII, including information protected under the Privacy Act of 1974.

Low, Moderate, and High PlI Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. §552a(e)(9)-(10); OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(B); 45 C.F.R.
§164.308(a)(1)(ii)(C); 45 C.F.R. §164.308(a)(3)(ii)(C)

AC-3, ACCESS ENFORCEMENT

Justification to Select: Access to PIl is more effectively controlled when access controls
are considered during system design and built-into or enforced by the system (i.e.
automated controls). Well-designed, automated access controls (e.g., mandatory access
control (MAC), discretionary access control (DAC), role-based access control (RBAC),
or attribute-based access control (ABAC)) limit user access to information according to
defined access policies, which helps ensure the security and confidentiality of the PII
contained in the system.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Organizations shall control access to P1I through access enforcement mechanisms. For
example, implement role-based access controls and configure access controls so that each
user can access only the pieces of information necessary for the user’s role or only permit
users to access PII through an application that restricts their access to the Pl the users
require, instead of allowing users direct access to a database or files containing PII.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Controls: AC-16, AC-2

Low, Moderate, and High PII Confidentiality Impact Level Reqgulatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB M-06-16

PHI Supplemental Guidance: Related Controls: AC-16, AC-2

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
8164.308(a)(4)(ii)(B); 45 C.F.R. 8164.308(a)(4)(ii)(C); 45 C.F.R. §164.310(a)(2)(iii); 45
C.F.R. §164.310(b); 45 C.F.R. 8164.312(a)(1); 45 C.F.R. 8164.312(a)(2)(i)
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Control Enhancement: 9

Justification to Select: PII released outside a system boundary may be at increased risk
of unauthorized access and use. Release could include a formal process or an informal
activity, such as a spreadsheet receiving data extracted from an information system.

Moderate and High PII Confidentiality Impact Level Control Extension: Applicable
policy mandates establishing policy regarding access to PIl, including PHI, are the
Privacy Act of 1974,E-Government Act of 2002 (Section 208), and HIPAA. PIlI may
only be released when authorized, there is a need to know, and adequate assurances of
protection have been provided. Related Controls: AC-21, UL-1, UL-2.

Moderate and High P1I Confidentiality Impact Level Parameter Value:

(a) ... organization or information system...

... privacy and security controls commensurate with the PIl confidentiality impact level
of the PII being received...

(b) ... Appendix J, Controls UL-1 and UL-2...

Moderate and High PII Confidentiality Impact Level Regulatory/Statutory References: 5
U.S.C. 8552a(a)(7), (b), (c), (e)(3)(c), (0); Privacy and Civil Liberties Implementation
Guide for the Information Sharing Environment, Overview

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(4)(i)

AC-4, INFORMATION FLOW ENFORCEMENT

Justification to Select: The information flow enforcement controls provide a technical
means of implementing disclosure requirements by minimizing information shared
between networks, devices, and individuals within information systems and between
interconnected systems. This control can also limit information transfers between
organizations based on data structures and content.

Moderate and High P11 Confidentiality Impact Level Supplementary Guidance: Related
Control: AC-16

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b); OMB M-06-19; OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
8164.308(a)(4)(ii)(B); 45 C.F.R. §164.310(b)

Control Enhancement; 8

Justification to Select: Security policy filters, or like technology, such as data loss
prevention (DLP), can provide a form of continuous monitoring for compliance with
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privacy laws and regulations. Implementation of this security control reduces the
potential for unauthorized transfer of PII.

High PI1 Confidentiality Impact Level Parameter Value:

...... best available security policy filters, or like technology to filter on selected PII
values ...... prevention of unauthorized transfer of PII across information system
boundaries or domains.

High PI1l Confidentiality Impact Level Requlatory/Statutory References: 5 U.S.C.
8552a(b); OMB M-06-19; OMB M-07-16; NIST SP 800-37, Rev. 1, Appendix G

Control Enhancement: 12

Justification to Select: The confidentiality of PHI is better protected when a system can
automatically detect data types and usage when being transferred from one security
domain to another. This includes, for example, transfers between systems having
different access controls with only a limited set of users allowed access to the PHI.

PHI Supplemental Guidance: Ensure that the minimum security controls identified in
this overlay for PHI are in place to protect the data before transferring data between
security domains.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312

Control Enhancement: 15

Justification to Select: To provide the ability for an organization to monitor and prevent
transfer of Pl across different security domains, a system needs to have mechanisms to
automatically detect, and where appropriate, prohibit the unauthorized transfer of P1I
across different security domains. Typical implementations of such controls will detect
particular data types or metadata tagging and take action to prevent the transfer of the
information beyond the intended boundaries.

Moderate and High PI1l Confidentiality Impact Level Supplemental Guidance: The
organization ensures systems containing moderate and high P1I confidentiality impact
level information include the capability for the organization to centrally monitor for and
detect unauthorized transfer of such PII across different security domains. Some
technologies that would facilitate this include data-loss prevention, data-rights
management, and key-word detection to prevent the unauthorized export of information
from a network or to render such information unusable in the event of the unauthorized
export of such information between security domains. Related Control: AC-16

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b), (e)(9)-(10)
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PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.306(a); 45 C.F.R.
8164.308(a)(5)(ii)(B)

Control Enhancement: 17

Justification to Select: The ability to identify source and destination points for Pl flow
within information systems is necessary for attribution and compliance with need to
know requirements.

Moderate and High P1l Confidentiality Impact Level Supplemental Guidance:
Implement a higher level of granularity for identification and authentication based on
sensitivity of the PII. This is not to determine permissibility of the transfer but to enable
an audit capability.

Moderate and High P1I Confidentiality Impact Level Parameter Value: ... the applicable
organization, system, application, or individual...

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(c) and (e)(10); OMB M-06-16

Control Enhancement: 18

Justification to Select: To have a high level of trust in the information flow of P11, this
control ensures the security attributes selected in AC-16 are bound to the information.

Moderate and High P1I Confidentiality Impact Level Supplemental Guidance: To ensure
the protection of P1I throughout its information flow, this control should be used to
protect Pl as it travels within and among information systems and information system
components, such as database servers, application servers, shared storage environments,
document repositories, and file folders. Related Control: AC-16.

Moderate and High Pl Confidentiality Impact Level Requlatory/Statutory References:
OMB Circular A-130, 7.g. and Section 8 and Appendix I1l; OMB M-07-16; OMB M-06-
16

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.306(a)

AC-5, SEPARATION OF DUTIES

Justification to Select: Separation of duties aligns privileges with appropriate roles with
the idea that duties are split between roles in such a way as to reduce the risk of
malevolent or inappropriate behaviors based on access. Implementing this control helps
reduce the risk of inappropriate access to Pll (e.g., separating employees that perform
security investigations from mission and business functions).
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Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: Separation
of duties is implemented by designating a selected set of administrators the capability to
set user permissions to PIl and PHI information, while those administrators do not
themselves have access to the Pl and PHI. The principle of separation of duties is
significant for developers as well as for operational system administrators. Related
Control: AC-6

PHI Supplemental Guidance: HIPAA requires the separation of duties to ensure that
checks and balances are designed into the system to limit the effect of any given end user
to control the entire process. Roles and responsibilities should be divided so that a single
end user cannot subvert a critical process. This practice divides the tasks related to
maintaining system security among different personnel such that no single individual
could compromise PHI. Related Control: AC-6.

Moderate and High P1l Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(e)(9)-(e)(10)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(i); 45 C.F.R.
§164.308(a)(4)(i); 45 C.F.R. 8164.312(a)(1); 45 C.F.R. 8164.312(c)(1)

AC-6, LEAST PRIVILEGE

Justification to Select: The concept of least privilege aligns with the notion of only
allowing access to PIl when a particular individual has a need-to-know in performance of
their job duties.

Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: The
organization enforces the most restrictive set of rights/privileges or access needed by
users (or processes acting on behalf of users) for the performance of specified tasks —
increasing the level of restriction as PIl confidentiality impact level rises. The
organization ensures that users who must access records containing P11l only have access
to the minimum amount of PII, along with only those privileges (e.g., read, write,
execute) necessary to perform their assigned tasks.

PHI Supplemental Guidance: HIPAA requires least privilege to satisfy both the
Minimum Necessary Rule and access control safeguards. Related Control: AC-5.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b); OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(i); 45 C.F.R.
8164.308(a)(4)(i); 45 C.F.R. §164.312(a)(1); 45 C.F.R. 8164.502(b)

Control Enhancement: 1
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Justification to Select: Limiting access to security functions to authorized personnel
reduces the number of users able to perform certain security functions, such as
configuring access permissions, setting audit logs, performing system management
functions. Examples of authorized personnel include security administrators, system and
network administrators, system security officers, system maintenance personnel, system
programmers, and other privileged users. These types of security functions can provide a
level of access to PII, and capabilities to manipulate it, in ways that other users roles
typically could not.

High P11 Confidentiality Impact Level Supplemental Guidance: The organization
identifies the security relevant functions that require authorized access for all information
systems that contain moderate or high P1I confidentiality impact level information.

High P11 Confidentiality Impact Level Requlatory/Statutory References: 5 U.S.C.
8552a(b)(1); OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(i); 45 C.F.R.
8164.308(a)(3)(ii)(A); 45 C.F.R. §164.308(a)(3)(ii)(B); 45 C.F.R. §164.308(a)(4)(i); 45
C.F.R. §164.502(b)

Control Enhancement: 2

Justification to Select: This control requires system users with elevated privileges to use
their non-privileged accounts when performing non-security functions. Requiring system
users to use their non-privileged accounts when working with P1I for purposes other than
security functions limits inadvertent access to or disclosure of PIl and protects the
integrity of PII.

Moderate and High PII Confidentiality Impact Level Supplemental Guidance: Any access
involving PII that is non-administrative in nature should require the user to use their non-
privileged accounts to perform that function.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b); OMB M-06-16

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(B); 45 C.F.R.
§164.502(b)

Control Enhancement: 5

Justification to Select: This control limits who is authorized to administrative accounts,
such as those who can perform security functions, which include configuring access
permissions, setting audit logs and performing system management functions. These
types of system and network management personnel typically have a level of access that
is capable of circumventing other access controls. Limiting access to these accounts
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further protects PII by limiting the number of individuals that have the “keys to the
kingdom” on a network or system.

High P11 Confidentiality Impact Level Requlatory/Statutory References: 5 U.S.C.
8552a(b)(1); OMB M-06-16

PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.308(a)(3)(i); 45 C.F.R.
8164.308(a)(3)(ii)(A); 45 C.F.R. 8164.308(a)(3)(ii)(B); 45 C.F.R. 8164.312(a)(1)

Control Enhancement; 7

Justification to Select: Review of user privileges is necessary in order to ensure
privileges are revoked for those who no longer require access to P11 or PHI.
Implementation of this control reduces the risk of unauthorized access to Pl by users
who no longer need access to perform their job functions.

Low and Moderate Pl Confidentiality Impact Level Parameter Value:
(@) ... at least annually...
... individuals with access to low or moderate confidentiality impact level

High PI1 Confidentiality Impact Level Parameter Value:
(@) ... at least quarterly...
...... individuals with access to privileged accounts...

AND

(@) ... at least annually...
... individuals with access to high confidentiality impact level PII......

PHI Parameter Value:
(@) ... at least quarterly...
...... individuals with access to privileged accounts...

AND

(@) ... at least annually...
... individuals with access to PHI......

Low, Moderate and High PI1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (e)(9)-(10); OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
8164.308(a)(3)(ii)(A); 45 C.F.R. §164.308(a)(3)(ii)(B); 45 C.F.R. 8164.308(a)(4)(i); 45
C.F.R. 8164.308(a)(4)(ii)(B); 45 C.F.R. §164.308(a)(4)(ii)(C); 45 C.F.R.
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§164.308(2)(5)(ii)(C): 45 C.F.R. §164.312(a)(2)(i): 45 C.F.R. §164.312(a)(2)(ii); 45
C.F.R. §164.312(h)

Control Enhancement: 9

Justification to Select: Privileged functions have elevated permissions to access, and
grant access, to PIl. Accountability requires the ability to detect, trace, and audit a
privileged function whenever it is executed.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory Reference:
OMB Circular A-130, 7.g. and Appendix IlI

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(D); 45 C.F.R.
§164.312(b)

Control Enhancement: 10

Justification to Select: Non-privileged users may not have the same level of trust as
privileged users. Privileged functions have access beyond that of the typical user, and as
such may have greater ability to access PII. Individual accountability requires the ability
to trace (audit) the actions of the user who initiated them.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory Reference:
OMB Circular A-130, 7.g. and Appendix 111

AC-11, SESSION LOCK

Justification to Select: This control protects PIl from unauthorized access when system
users are away from their workstation. Since 2007, OMB has required session lock for
remote and mobile devices, a standard which is neither technically nor financially
burdensome. Based on risk, many agencies have adopted 15-minute session locks by
policy as a best practice.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Period of
inactivity shall be no more than 30 minutes before session lock occurs for remote and
mobile devices and requires user re-authentication. As agencies continue to migrate to
laptops and docking stations making clients increasingly mobile, this is a logical
extension of that requirement.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control, therefore the
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PI1l Confidentiality Impact Level Parameter VValue:
a. ... no more than 30 minutes...
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Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. §8552a(e)(10); OMB M-06-16; OMB M-07-16

PHI Reqgulatory/Statutory References: 45 C.F.R. §164.312(a)(1); 45 C.F.R.
8164.312(a)(2)(iii)

AC-12, SESSION TERMINATION

Justification to Select: The session termination control requires implementing
functionality to prevent unauthorized use of an established user session. This control
protects PHI from unauthorized access when system users have initiated a session.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(a)(2)(iii); 45 C.F.R.
§164.308(a)(3)(ii)(C)

AC-16, SECURITY ATTRIBUTES

Justification to Select: Implementation of this control provides a technical means to
enforce security and privacy policies, e.g., access controls and encryption. Parameter
values specified by the Privacy Overlays for this control include meta-data that supports
privacy.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Using the security attributes listed in this control's parameter values section enables cross
system functionality and reciprocity through consistent security attribute interpretation.
This control supports privacy protections by assigning security attributes that characterize
information, devices, or processes (i.e., an “object”) as containing PII or associate an
organization’s mandatory security/privacy training requirement with a user (i.e., a
“subject”) of an information system containing PII. The terms “Subject” and “Object”
are defined in NIST SP 800-53, Rev. 4, Appendix B, Glossary. Security attributes are
meta-data about either a subject or an object. Other security attributes may exist for other
requirements beyond privacy. If an organization creates security attributes they should
be cognizant of the risk associated with including PII in that meta-data. However, PII is
not included in the security attributes for the parameter values specified below. Related
Controls: AC-2, AC-3, AC-4, AC-4(15), AC-4(18)

PHI Supplemental Guidance: The parameter values below for PHI enable policies,
procedures, and data classification schemas that specify the application of administrative,
technical, physical controls of a specific workstation or class of workstation that
maintains electronic PHI. Related Controls: AC-2, AC-3, AC-4, AC-4(15), AC-4(18)
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Low, Moderate, and High P1I Confidentiality Impact Level Parameter Value:
a. ... asecurity attribute to demonstrate the user (subject) has completed privacy training
in the last year...

... for data structures that are known or plan to contain PII, a security attribute of
“Contains PII” [having] value of “yes” or “no”...

PHI Parameter Value:
a. ... for data structures that are known or plan to contain PHI, a security attribute of
"Contains PHI" [having] value of “yes” or “no”...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (€)(9)-(10); OMB Circular A-130, 7.g. and Appendix I11

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.310(b)

Control Enhancement: 3

Justification to Select: In an effort to use automated systems controls for P1l and PHI
objects, such as intrusion detection and key-word detection tools, maintaining the
association and integrity of security attributes to subjects and objects can be used as the
basis of automated policy actions.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Controls: AC-4, AC-4(15), AC-4(18)

PHI Supplemental Guidance: Implement policies, procedures, and data classification
schemas that specify the manner in which the physical, technical, and security attributes
of the surroundings of a specific workstation or class of workstation that can access
electronic PHI.

Low, Moderate, and High PII Confidentiality Impact Level Parameter Value:
... the user attribute of “Annual PII Training” [to] individuals with access to PII......
... the information attribute of “Contains PII” [to] applicable information...

PHI Parameter Value:
... the information attribute of “Contains PHI” [to] applicable information......

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g. and Appendix 11l

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.310(b)

AC-17, REMOTE ACCESS
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Justification to Select: Limiting access to P1l from remote networks and/or restricting
activities that can be conducted with P11 remotely reduces the risk of intentional and
unintentional disclosures of P1I that may not exist on an internal network.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Allow remote access to PII only with two-factor authentication where one of the factors
is provided by a device separate from the computer gaining access.

PHI Supplemental Guidance: Implement technical security measures to guard against
unauthorized remote access to electronic PHI that is being transmitted over an electronic
communications network.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
References;: OMB M-06-16; OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(b); 45 C.F.R. 8164.310(c); 45
C.F.R. §164.312(a)(1); 45 C.F.R. §164.312(e)(1)

Control Enhancement: 1

Justification to Select: Auditing remote access ensures unauthorized connections to
information systems containing PI1 can be detected across all information system
platforms (e.g., servers, mobile devices, work stations).

Low, Moderate and High PI1I Confidentiality Impact Level Supplemental Guidance:
Audit all remote access to, and actions on, resources containing PIl. Related Control:
AU-2.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
References: OMB M-06-16; OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(b); 45 C.F.R. 8164.310(c); 45
C.F.R. §164.312(a)(1); 45 C.F.R. §164.312(b); 45 C.F.R. §164.312(e)(1);

Control Enhancement; 2

Justification to Select: Encrypting remote sessions protects the confidentiality and
integrity of PII.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-06-16, Step 3
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PHI Requlatory/Statutory References: 45 C.F.R. §164.312(a)(2)(iv); 45 C.F.R.
8164.312(e)(2)(ii);

AC-18, WIRELESS ACCESS

Control Enhancement: 1

Justification to Select: Communications over wireless networks, unless properly secured,
have greater risk of interception than hard-wired networks. Implementing encryption of
wireless network communications containing PI1 renders any intercepted data unreadable.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: If
wireless networks permit access to organization information systems containing Pll, then
encryption of content and authentication of users or devices is required. Organizations
should ensure that all WLAN components use Federal Information Processing Standards
(FIPS)-approved cryptographic algorithms to protect the confidentiality and integrity of
WLAN communications. Related Controls: AC-3, IA-2, 1A-3, IA-8.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: NIST SP 800-97, NIST SP 800-153

AC-19, ACCESS CONTROL FOR MOBILE DEVICES

Justification to Select: Limiting access to PII from mobile devices reduces the risk of
intentional and unintentional disclosures of PII that may not exist on an internal network.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Encrypt
information on all mobile devices that contains low, moderate, and high PII
confidentiality impact level information.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB M-06-16; OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(b); 45 C.F.R. 8164.312(d); 45
C.F.R. 8164.312(e)(2)(ii)

Control Enhancement: 5

Justification to Select: Mobile devices are more likely to be lost or stolen and as a result
PIl is more vulnerable. Encryption reduces this vulnerability.
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Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Encrypt
information on all mobile devices that contains low, moderate, and high PII
confidentiality impact level information.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High P1I Confidentiality Impact Level Parameter Value:
... full-device encryption or container encryption...
... on any type of mobile device permitted by the organization to access PII...

PHI Parameter Value:
... full device encryption or container encryption...
... on any type of mobile device permitted by the organization to access PHI...

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-06-16

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(2)(iv)

AC-20, USE OF EXTERNAL INFORMATION SYSTEMS

Justification to Select: Access to PIl from external information systems (including, but
not limited to, personally owned information systems/devices) is reinforced by a binding
agreement to terms and conditions of the organization’s privacy requirements to ensure
awareness and accountability of both parties.

Low, Moderate, and High PII Confidentiality Impact Level Control Enhancement:
Privacy requirements shall be addressed in agreements that cover relationships in which
external information systems are used to access, process, store, or transmit and manage
PIl. Access to PIl from external information systems (including, but not limited to,
personally owned information systems/devices) is limited to those organizations and
individuals with a binding agreement to terms and conditions of privacy requirements
which protect the PII.

Low, Moderate and High PI1I Confidentiality Impact Level Supplemental Guidance:
Such agreements may include memoranda of understanding (MOUSs), terms of service, or
contracts.

Low, Moderate and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); FAR Part 24, 39.105; OMB Circular A-130, 7.g.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(2)(i)

Control Enhancement: 1
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Justification to Select: An external information system which processes, stores, or
transmits Pl needs to have its security controls verified to meet the organization's
security control requirements for information systems processing PII.

Low, Moderate and High PIl Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); FAR Part 24, 39.105; OMB Circular A-130, 7.g.

PHI Requlatory/Statutory Reference: 45 C.F.R. 8164.314(a)

Control Enhancement: 3

Justification to Select: Mobile devices are more vulnerable to loss or theft than other
types of computing media (e.g., desktops and servers) due to their portability and
widespread use inside and outside of government facilities. PII stored on mobile devices
is more vulnerable as a result. This security control implements protections for Pl
contained on any mobile device not owned by the organization, including personal
mobile devices, commonly referred to as “bring your own device” (BYOD).

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Ata
minimum controls must include implementation of either full-device or virtual container
encryption to reduce the vulnerability of P1I contained on mobile devices. Prior to being
provided access to PIl on remote devices, device users must acknowledge through a
binding agreement their responsibilities to safeguard the PIl accessible from the device
and that they are aware of and agree to the organization’s capabilities to manage the
organization’s PII on the device, including confiscation, in consultation with the
organization’s counsel, if necessary to remove the PII.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance: The
organization should include in its mobile strategy a method to ensure both the device’s

access to PII can be revoked and the device’s PII contents can be remotely removed.
Related Control: AC-19(5).

Low, Moderate, and High PI1l Confidentiality Impact Level Parameter VValue:
... restricts for PII...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(10); OMB M-07-16; OMB M-06-16

AC-21, INFORMATION SHARING

Justification to Select: When PII is shared it is necessary to ensure the PII is being shared
in accordance with statutory and regulatory requirements, including any restrictions on
how the P1l may be shared and the requirements for security of the receiving partner.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
This control addresses the sharing of information in a general sense (i.e. disclosure). Itis
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not “information sharing” as defined by the Information Sharing Environment (ISE)
Privacy Guidelines. All sharing partners, processes, and information systems must
comply with applicable system of records notice (SORN), Privacy Impact Assessment
(P1A), or other forms of notice or public statements. Examples of actions that may be
required to implement privacy requirements in information sharing activities include:
addressing privacy requirements in information sharing agreements; ensuring sharing
partners have a mutual understanding of the Pl confidentiality impact level (as NIST SP
800-122 is a risk based analysis and accepts variation in organizational implementation);
developing processes and supporting mechanisms to ensure/enforce compliance; and
implementing technical capabilities that enforce privacy requirements for P1I stored or
processed by a sharing partner. Program managers and system owners should work with
their privacy office to ensure information sharing activities are compliant with privacy
requirements. Related Controls: TR-1, UL-2.

PHI Supplemental Guidance: The privacy officer may permit a business associate to
create, receive, maintain, or transmit PHI on behalf of the organization to the extent the
business associate is required by law to perform such function or activity, without
meeting the requirements of a business associate contract, provided that the privacy
officer attempts in good faith to obtain satisfactory assurances required in the business
associate contracts, and documents the attempt and the reasons that these assurances
cannot be obtained. This control helps covered entities to enforce the Minimum
Necessary Rule. Related Control: SA-9.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(b) and (e); Privacy and Civil Liberties Implementation
Guide for the Information Sharing Environment

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.308(a)(4)(ii)(B); 45 C.F.R. 8164.308(a)(4)(ii)(C); 45 C.F.R. §164.310(a)(2)(iii); 45
C.F.R. 8164.310(b); 45 C.F.R. 8§164.312(a)(1); 45 C.F.R. §164.314(a)

AC-22, PUBLICLY ACCESSIBLE CONTENT

Justification to Select: PII that is maintained in a system of records or not approved for
release under the Freedom of Information Act (FOIA) is nonpublic information. When
agencies consider sharing or posting PII, they must do so in a way that fully protects
individual privacy. Under HIPAA, a covered entity or business associate may not use or
disclose protected health information except as provided by the HIPAA Privacy Rule.
This control implements procedures to protect information, including P1I, from being
posted publicly improperly.

Low, Moderate and High P11 Confidentiality Impact Level Supplemental Guidance: PII
that is nonpublic information shall not be posted onto a publicly accessible information
system.
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Low, Moderate and High PI1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552(b)(6), OMB M-11-02

PHI Requlatory/Statutory Reference: 45 C.F.R. 8164.502(a)
AT-1, SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES

Justification to Select: Security awareness and training complements privacy awareness
and training efforts, particularly where the two disciplines overlap in the areas of use,
confidentiality, access, integrity and protection of PIl. Coordination between the security
and privacy office on the proper use and protections to be afforded to PIl within security
awareness and training policies addresses the purpose, roles and responsibilities
surrounding P1I compliance.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Controls: AR-5, AR-6.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9)-(10); Pub. L. No. 107-347, §208; OMB M-03-22;
OMB M-07-16

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(5)(i)

AT-2, SECURITY AWARENESS TRAINING

Justification to Select: Security awareness and training complements privacy awareness
and training efforts, particularly where the two disciplines overlap in the areas of use,
confidentiality, access, and integrity.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Provide privacy training for all systems with PIl, commensurate with the PII
confidentiality impact level. Integrate privacy training with general Information
Assurance (IA) training. Related Controls: AR-5, AR-6.

PHI Supplemental Guidance: The following elements of security training are addressable
under HIPAA. The decision to implement the following is dependent on a risk analysis
to determine if or to what extent these elements should be included in Security
Awareness Training: (i) periodic security updates; (ii) procedures for guarding against,
detecting, and reporting malicious software; (iii) procedures for monitoring log-in
attempts and reporting discrepancies; and (iv) procedures for creating, changing, and
safeguarding passwords.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9)-(10); Pub. L. No. 107-347, §208; OMB M-03-22;
OMB M-07-16
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PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(5)(i)-(ii)

AT-3, ROLE-BASED SECURITY TRAINING

Justification to Select: Role-based training further supports protection of PIl by focusing
training content on requirements that are specific to an individual’s job responsibilities.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension:
Provide role-based privacy training for all systems with PIl, commensurate with the PII
confidentiality impact level. Related Controls: AR-5, AR-6.

Low, Moderate, and High PII Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9)-(10); Pub. L. No. 107-347, §208; OMB M-03-22;
OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(5)(i); 45 C.F.R.
8164.530(b)(2)(i)

AT-4, SECURITY TRAINING RECORDS

Justification to Select: Maintaining security training records provides the capability for
organizations to track compliance with privacy-related training requirements. Under
HIPAA, a covered entity must document that the training as described within the
regulation has been provided as required.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Controls: AR-5, AR-6.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9)-(10); Pub. L. No. 107-347, §208; OMB M-03-22;
OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(5)(i); 45 C.F.R.
§164.530(b)(2)(ii)

AU-1, AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES

Justification to Select: Security audit and accountability policies and procedures directly
support privacy audit and accountability procedures.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Controls: AU-2, AR-4.

Low, Moderate, and High P1I Confidentiality Impact Level Parameter Value:
b.1. ... in accordance with organizational policy but not less than annually...
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Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB M-07-16; OMB Circular A-130, 7.g. and 8.b(2)(c)

PHI Reqgulatory/Statutory References: 45 C.F.R. §164.312(b); 45 C.F.R.
8164.308(a)(1)(ii)(D)

AU-2, AUDIT EVENTS

Justification to Select: This control identifies privacy-relevant security auditable events
using a risk-based approach. Examples of privacy-relevant auditable events include
logging access to or modification of PII.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: The
parameter values for this control do not provide an exhaustive list of all auditable events,
but instead list the auditable events required by OMB privacy policy. The organization
should manage the length of time that a log file is maintained to the period necessary to
comply with the organization’s security and privacy policies. Related Control: AR-4.

PHI Supplemental Guidance: The HIPAA Security Rule requires the auditing of activity
in information systems that contain PHI but does not identify the specific audit events.
Follow PII Supplemental Guidance. Related Control: AR-4.

Low, Moderate, and High P1I Confidentiality Impact Level Parameter Value:
a. ... monitor system access, including unsuccessful and successful login attempts, to
information systems containing PII...

... successful and unsuccessful attempts to create, read, write, modify, and/or delete
extracts containing PII from a database or data repository...

... privileged activities or system level access to PII...

... concurrent logons from different workstations...

... all program, e.g., executable file, initiations...

d. ... monitor system access, including unsuccessful and successful login attempts, to
information systems containing P1II...

... successful and unsuccessful attempts to create, read, write, modify, and/or delete
extracts containing PII from a database or data repository...

... privileged activities or system level access to PII...

... concurrent logons from different workstations...

... all program, e.g., executable file, initiations...

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: OMB M-06-16; OMB M-07-16; OMB Circular A-130, 7.g., 8.b(2)(c)(iii)
and Appendix .

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
§164.312(b); 45 C.F.R. §164.308(a)(5)(ii)(C)
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AU-3, CONTENT OF AUDIT RECORDS

Justification to Select: Audit records that are commensurate with the privacy risk they
address are an effective tool for identifying whether, when, and how issues have occurred
related to data quality and privacy breaches.

Low, Moderate, and High Pll Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-4.

Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory
References: OMB M-06-16; OMB M-07-16, Att. 1; OMB Circular A-130, 7.g. and
8.b(2)(c)(iii)

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(b); 45 C.F.R.
8164.308(a)(1)(ii)(D); 45 C.F.R. §164.308(a)(5)(ii)(C)

AU-4, AUDIT STORAGE CAPACITY

Justification to Select: Adequate storage capacity for logs used to audit privacy-related
controls reduces the likelihood of the logs exceeding available storage space and
potentially losing log information or reducing auditing capability. Audit information
could be necessary to enforce criminal or civil penalties under the Privacy Act, and
providing adequate storage capacity allows for preserving complete audit information for
these purposes.

Moderate and High P1l Confidentiality Impact Level Supplemental Guidance: Related
Controls: AR-4, AU-5(1), AU-9, AU-9(2), AU-11.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(i); OMB M-07-16; OMB Circular A-130, 7.g. and Appendix Il

PHI Requlatory/Statutory Reference: 45 C.F.R. 8164.312(b); 45 C.F.R.
8164.308(a)(1)(ii)(D)

AU-6, AUDIT REVIEW, ANALYSIS, AND REPORTING

Justification to Select: Periodic reviews and analysis of privacy logs are important for
identifying indications of inappropriate or unusual activity that may signify a privacy
incident or breach.

Moderate and High P11l Confidentiality Impact Level Supplemental Guidance: Related
Control: AR-4.

Moderate, and High P11l Confidentiality Impact Level Requlatory/Statutory Reference:
5 U.S.C. 8552a(g)(1)(D), OMB M-7-16.
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PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(D); 45 C.F.R.
8164.308(a)(5)(ii)(C); 45 C.F.R. §164.312(b)

Control Enhancement: 3

Justification to Select: Correlating and analyzing privacy audit logs across different log

repositories and systems provides greater awareness of privacy incidents and breaches
across the organization.

Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
5 U.S.C. 8552a(g)(1)(D), OMB M-7-16.

Control Enhancement: 10

Justification to Select: When there is a potential breach of PII, audit levels may need to
be adjusted to determine scope and/or magnitude of breach.

Moderate and High PII Confidentiality Impact Level Supplemental Guidance: Change of
risk includes situations involving a potential breach of PIl. Related Control: AR-4.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16

AU-7, AUDIT REDUCTION AND REPORT GENERATION

Justification to Select: To meet the deadlines associated with reporting breaches of Pl it

is necessary to have the ability to summarize audit information and generate customized
audit reports.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 2

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(D); 45 C.F.R.
§164.312(b)

Control Enhancement: 1

Justification to Select: To conduct efficient and effective remediation of breaches of PII,
it may be necessary to tailor the audit fields provided in audit reports. For example, it
may be necessary to include the identities of individuals and the system resources
involved to determine scope of access to an information system containing PII.

Moderate, and High P11 Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 2
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PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
8164.312(b)

Control Enhancement; 2

Justification to Select: To conduct efficient and effective remediation of breaches of PII,
it may be necessary to tailor the organization of the audit report or to provide search
functionality with audit reports that are generated. For example, if the P1I breach
involves only one or two users it may be most efficient to sort the audit report by user ID
or to provide the ability to search on user ID within the audit report.

Moderate, and High P11l Confidentiality Impact Level Regulatory/Statutory Reference:
OMB M-07-16, Att. 2

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
§164.312(b)

AU-9, PROTECTION OF AUDIT INFORMATION

Justification to Select: When audit information contains PIl or PHI, it must be protected
commensurate with its P1I confidentiality impact level. Audit information could be
necessary to enforce criminal or civil penalties under the Privacy Act. Protecting audit
records from compromise by applying this control enhancement helps ensure their
availability when needed.

Low, Moderate, and High PIl Confidentiality Impact Level Supplementary Guidance:
Related Control: AU-4(1).

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(i); OMB M-07-16; OMB Circular A-130, 7.g. and Appendix
I

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.306(a)(1)

Control Enhancement: 3

Justification to Select: Using cryptographic mechanisms protects audit log integrity and
the confidentiality of the information in the logs, including information related to privacy
incidents and breaches. Audit information could be necessary to enforce criminal or civil
penalties under the Privacy Act.

Moderate and High P11l Confidentiality Impact Level Supplemental Guidance: In addition
to cryptographic mechanisms to protect integrity, the confidentiality of PII may require
the use of encryption.
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PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals (74 FR 42740), then no
breach natification is required following an impermissible use or disclosure of the
information. Therefore, organizations should use cryptographic protections for PHI
stored on electronic media. Related Controls: RA-3, SI-12.

Moderate, and High P11 Confidentiality Impact Level Requlatory/Statutory References:
5 U.S.C. 8552a(i); OMB Circular A-130, 7.9. and Appendix Il

PHI Requlatory/Statutory References: 45 C.F.R. §164.306(a)(1); 45 C.F.R.
8164.312(a)(2)(iv)

AU-10, NON-REPUDIATION

Justification to Select: Non-repudiation is a critical element of accountability and
accuracy of information in system history and logs, and it is important for investigating
PIl incidents and breaches.

Moderate and High P11 Confidentiality Impact Level Supplemental Guidance: Related
Controls: AR-4, AR-8.

Moderate and High P11l Confidentiality Impact Level Regulatory/Statutory References:
5 U.S.C. 8552a(e)(5) and (g)(1)(C); OMB Circular A-130, 7.g. and 8.b(2)(c)(iii)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(5)(ii)(C); 45 C.F.R.
§164.312(b); 45 C.F.R. §164.312(c)(1); 45 C.F.R. §164.312(c)(2); 45 C.F.R.
8164.312(e)(2)(i)

Control Enhancement: 1

Justification to Select: Digital signatures support accountability and non-repudiation by
assuring data object originator authenticity (provides a reasonable level of certainty
regarding who did what), data integrity (data has been manipulated by a verifiable
person), and time-stamping for prevention of replay (time-stamping may also useful for
gauging timeliness and relevance of PII).

Moderate and High PI1 Confidentiality Impact Level Supplemental Guidance: Digital
signatures bind the signer to the information the user signs. Digital signatures support
accountability and non-repudiation by assuring data object originator authenticity
(provides a reasonable level of certainty regarding who did what), data integrity (data has
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been manipulated by a verifiable person), and time stamping for prevention of replay
(time-stamping may also useful for gauging timeliness and relevance of PII).

Moderate and High P11 Confidentiality Impact Level Regulatory/Statutory References:
5 U.S.C. 8552a(e)(5) and (i)(3); OMB M-04-04; OMB Circular A-130, 7.g. and
Appendix Il

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(b); 45 C.F.R. 8164.312(c)(1);
45 C.F.R. §164.312(c)(2); 45 C.F.R. 8164.312(e)(2)(i)

AU-12, AUDIT GENERATION

Justification to Select: This control defines the technical aspects of how the privacy
auditing requirements identified in controls AU-2 and AU-3 will be selected, generated
and reviewed for compliance.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory Reference:
OMB Circular A-130, 7.g. and 8.b(2)(c)(iii)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(D); 45 C.F.R.
§164.308(a)(5)(ii)(C); 45 C.F.R. §164.312(b)

Control Enhancement: 3

Justification to Select: Changes to the audit of information systems containing P11 must
be limited to a subset of authorized system administrators to ensure integrity of audit
logs. This control requires organization to define the individuals or roles that would be
able to make changes to audit generation requirements.

Moderate and High P1I Confidentiality Impact Level Parameter Value:

... limited subset of authorized system administrators...

... any information system that contains PII ...

... change in risk based on law enforcement, intelligence, or other credible sources of
information or a security incident...

PHI Parameter Value:

... limited subset of authorized system administrators...

... any information system that contains PHI...

... change in risk based on law enforcement, intelligence, or other credible sources of
information or a security incident...

Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB Circular A-130, 7.g. and 8.b(2)(c)(iii)

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
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§164.308(2)(5)(ii)(C): 45 C.F.R. §164.312(h): 45 C.F.R. §164.308(a)(1)(i); 45 C.F.R.
§164.308(a)(2)

AU-16, CROSS-ORGANIZATIONAL AUDITING

Control Enhancement: 2

Justification to Select: As audit logs may contain P1l, when audit information is shared
between organizations, either an agreement addressing the handling, protection, and
disclosure of Pl is required, or the sharing is covered by ICS 500-27 or ICS 700-02.

PHI Supplemental Guidance: MOUs, memoranda of agreement (MOAS), and other data
sharing agreements must address both protection of PHI, audit content confidentiality
ensuring authorized disclosures, and assurance that sharing agreement define which audit
events and results are both captured and shared.

PHI Parameter Value:
... to any organization with whom audit information containing PII or PHI is shared...
... MOUs, MOA:s, or other data sharing agreements...

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(1)(ii)(D); 45 C.F.R.
8164.308(a)(5)(ii)(C); 45 C.F.R. 8164.312(b); 45 C.F.R. 8164.314

CA-1, SECURITY ASSESSMENT AND AUTHORIZATION POLICIES AND
PROCEDURES

Justification to Select: The security assessment and authorization policy, procedures and
personnel responsibilities should address the strategy for including applicable privacy
requirements (e.g., the planned CNSSI No. 1253 Privacy Overlay and NIST SP 800-53
Rev. 4 Privacy Control Catalog) in the security program and information systems.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance: The
security assessment and authorization policy and procedures should address the strategy
for including applicable privacy requirements and controls in the security program and
information systems. Related Controls: AR-1, AR-7.

Low, Moderate and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 1

PHI Reqgulatory/Statutory References: 45 C.F.R. §164.308(a)(8); 45 C.F.R.
8164.316(b)(1)(ii); 45 C.F.R. 8164.316(b)(2)(ii); 45 C.F.R. §164.308(a)(2)

CA-2, SECURITY ASSESSMENTS
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Justification to Select: This control addresses the process of planning for and executing
security assessments, the scope of which should include assessment of applicable privacy
requirements.

Low, Moderate and High PI1I Confidentiality Impact Level Supplemental Guidance: Once
the final security assessment is completed, update the associated PIA to reflect the results
of the security assessment. Related Control: AR-2.

PHI Parameter Value: ...at least annually and in response to environmental or operational
changes affecting the security of electronic protected health information.

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b); OMB M-07-16, Att. 1, A.2.c

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(8)

CA-3, SYSTEM INTERCONNECTIONS

Justification to Select: Interconnection Security Agreements (ISAs) document whether
and under what circumstances P1I can be shared between information systems in different
authorization boundaries (e.g., an interface between systems owned by different
agencies) over a dedicated or “always on” connection. ISAs communicate that PII will
be communicated via the connection and define the security parameters required to
protect it. ISAs also provide a record of agreed upon terms and a document to against
which controls can be enforced and audited. Organizational policy dictates whether ISAs
are required for internal connections within an organization.

PHI Supplemental Guidance: Consider the need for a MOU/MOA or Business Associate
Agreement, and implement as necessary.

PHI Parameter Value: ...at least annually and in response to environmental or operational
changes affecting the security of electronic protected health information.

Moderate and High P11 Confidentiality Impact Level Regulatory/Statutory Reference: 5
U.S.C. 8552a(0)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(b)(1); 45 C.F.R.
8164.308(b)(3); 45 C.F.R. 8164.314(a)(2)(ii); 45 C.F.R. §164.504(e)(3)

Control Enhancement: 3

Justification to Select: Boundary protection devices protect systems containing P1I from
unauthorized access by individuals outside the organization. A firewall is such a
boundary protection device.

Low, Moderate and High PIl Confidentiality Impact Level Parameter Value:

... systems containing PII...
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... a firewall or other network boundary protection device approved to prevent
unauthorized access to the system...

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(10); OMB M-07-16

PHI Reqgulatory/Statutory Reference: 45 C.F.R. 8164.312(a)(1)

Control Enhancement: 5

Justification to Select: External network connections open up the opportunity for
intentional as well as inadvertent disclosure of PIl. E-mail and file sharing applications
are common points of vulnerability. Organizations require the ability to evaluate external
network connections on a case-by-case basis to ensure such connections do not permit
unauthorized access or disclosure of PlII.

Low, Moderate and High PIl Confidentiality Impact Level Parameter Value:
... permit-by-exception...
... information systems containing PII...

Low, Moderate and High PII Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB M-07-16

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(1)

CA-6, SECURITY AUTHORIZATION

Justification to Select: One of the considerations for the “go/no go” decision when
authorizing (or re-authorizing) an information system is whether applicable privacy
requirements have been met.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension: Prior to
authorizing an information system containing Pl a privacy impact assessment must be
completed.

Low, Moderate and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Controls: AR-2, AR-4, CA-5.

PHI Supplemental Guidance: The senior-level executive should be one of the following:
HIPAA Security Officer, Authorizing Official, Program Manager, Information System
Security Manager (ISSM), or Information System Security Officer (ISSO).

Low, Moderate and High PII Confidentiality Impact Level Regulatory/Statutory
References: Pub. L. No. 107-347, 8208; 5 U.S.C. §552a(e)(10)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(2); 45 C.F.R.
8164.308(a)(8); 45 C.F.R. §164.316(b)(2)(iii)

Privacy Overlay 42



CA-7, CONTINUOUS MONITORING

Justification to Select: The state of security controls can directly correlate to privacy risk.
Continuous monitoring supports the identification of issues that could result in
unauthorized access to PII, data quality issues, and other privacy concerns that are
supported by security controls (e.g., the controls in the Privacy Overlays).

Moderate and High P11l Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-4.

PHI Supplemental Guidance: Consider using automated tools and mechanisms for system
activity review. The effectiveness of continuous monitoring of various activities, for
example, failed or successful log-ins, inappropriate file access, detecting and reporting on
malicious code/viruses through network transmission, is enhanced through the use of
approved automated tools.

Moderate and High P11 Confidentiality Impact Level Regulatory/Statutory Reference: 5
U.S.C. 8552a(e)(10)

PHI Requlatory/Statutory References: 45 C.F.R. 8§164.308(a)(1)(ii)(D); 45 C.F.R.
§164.308(a)(5)(ii)(C); 45 C.F.R. 8164.308(a)(8)

CA-8, PENETRATION TESTING

Justification to Select: Penetration testing is one method to ensure that security and
privacy controls are operating as intended. The sensitivity of information that is at the
high P11 confidentiality impact level necessitates testing prior to authorization of the
information system and periodically thereafter. The standard rules of engagement for
penetration testing should be coordinated with the privacy office to address unintended
disclosure of PII.

High PII Confidentiality Impact Level Supplemental Guidance:

When user session information and other Pl is captured or recorded during penetration
testing, ensure relevant privacy controls are addressed. Related Controls: AP-1, AP-2,
TR-1, TR-2.

High PII Confidentiality Impact Level Parameter Value:

... prior to authorization of information system and periodically no less frequently than
when a significant change to the information system occurs...

... information systems containing PII at the High PII confidentiality impact level...

High P11 Confidentiality Impact Level Requlatory/Statutory References: 5 U.S.C.
8552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b(3)

CA-9, INTERNAL SYSTEM CONNECTIONS
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Justification to Select: Privacy requirements such as sharing and disclosure apply to
internal systems and their connections as well as to external connections.

Moderate and High P1l Confidentiality Impact Level Supplemental Guidance: Include
privacy requirements in the Information Connection Document (or equivalent such as an
Interconnection Security Agreement or an Authority to Connect package), specifically
addressing the collection authority, compatibility of purpose for use, and need for
recipient of information to achieve specific business purpose. Documentation must also
address responsibilities of the receiving information system for protecting PIl. Related
Controls: AC-3, UL-1, UL-2.

Moderate and High P11l Confidentiality Impact Level Parameter Value: ... information
systems containing PII...

PHI Parameter Value: ... information systems containing PHI...

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b(3)(b)

PHI Requlatory/Statutory Reference: 45 C.F.R. 8164.312(a)(1); 45 C.F.R. 8164.312(d);
45 C.F.R. 8164.312(e)(1)

Control Enhancement: 1

Justification to Select: Control is necessary to confirm compliance with CA-9 prior to
connection.

Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: Security
compliance checks may include an assessment, prior to initial connection, of specific
components, e.g., printers, based on sensitivity of Pl processed by that component. Any
change to the components’ security posture would require a re-verification of the
configuration settings.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b(3)(b)

PHI Regulatory/Statutory References: 45 C.F.R. §164.312(a)(1); 45 C.F.R.
§164.308(a)(8); 45 C.F.R. §164.308(a)(1)(i); 45 C.F.R. 8164.306(a); 45 C.F.R.
§164.312(d); 45 C.F.R. §164.312(e)(1)

CM-3, CONFIGURATION CHANGE CONTROL

Control Enhancement: 6
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Justification to Select: If encryption is used to protect P1I or PHI, there must be a
management process in place to ensure future access to such information.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
When encrypting PII, there must be management processes in place to ensure future
access to such data. Related Controls: SC-8, SC-12, SC-13, SC-28.

PHI Supplemental Guidance: When encrypting PHI, there must be management
processes in place to ensure future access to such data. Related Controls: SC-8, SC-12,
SC-13, SC-28.

Low, Moderate, and High Pll Confidentiality Impact Level Parameter Values:
...... encryption of Low, Moderate, and High PII......

PHI Parameter Value: ... encryption of PHI...

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. §552a(e)(5) and (e)(10); OMB M-06-16; OMB Circular A-130,
Appendix |

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(a)(2)(iv); 45 C.F.R.
8164.312(c)(1); 45 C.F.R. §164.312(e)(2)(ii)

CM-4, SECURITY IMPACT ANALYSIS

Justification to Select: Security Impact Analyses examine changes to information
systems and any information security ramifications. Any security impacts identified may
also impact the implementation of privacy requirements.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
When analyzing changes to the information system, the impacts to privacy are also
considered. If necessary, conduct a privacy impact assessment. Related Control: AR-2.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: E-Government Act of 2002 (Pub. L. No. 107-347), §208; OMB M-03-22

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii)(A); 45 C.F.R.
§164.308(a)(1)(ii)(B); 45 C.F.R. 8164.308(a)(8)

Control Enhancement: 1

Justification to Select: If the system contains PII, the test environment must have the
same security controls as the operating environment.

Moderate and High PII Confidentiality Impact Level Supplemental Guidance: If PIl is
used in the test environment, then the same controls required for systems containing P1I
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must be applied to the test environment. Simulated PIl information should be used to the
maximum extent practicable when testing system functionality. Related Controls: SA-
15(9), AP-2, AR-3, DM-2, DM-3,UL-1.

Moderate and High P11l Confidentiality Impact Level Statutory/Reqgulatory Reference:
5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.

Control Enhancement: 2

Justification to Select: If a system change is made, verification of Privacy Overlay
security control functions is required to ensure continued compliance with privacy-related
statutes and regulations.

Moderate and High P11l Confidentiality Impact Level Statutory/Requlatory Reference:
5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.

PHI Statutory/Reqgulatory Reference: 45 C.F.R. 8164.308(a)(7)(ii)(D); 45 C.F.R.
§164.308(a)(8); 45 C.F.R. §164.316(b)(2)(iii)

CM-8, INFORMATION SYSTEM COMPONENT INVENTORY

Control Enhancement: 1

Justification to Select: Identifying any changes or updates to system inventories allow
organizations to accurately track the equipment on which their information systems are
run and maintains an accurate inventory of hardware and software used to collect and
manage PHI. Maintaining a current inventory supports accountability controls and may
also support breach response efforts.

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(d)(1); 45 C.F.R.
§164.310(d)(2)(iii)

CP-1, CONTINGENCY PLANNING POLICY AND PROCEDURES

Justification to Select: Contingency planning policy and procedures must take privacy-
applicable requirements into account so that executing contingency measures does not
result in avoidable privacy incidents and breaches.

Low, Moderate and High PI1I Confidentiality Impact Level Regulatory/Statutory
Reference: 5 U.S.C. §552a(e)(10); OMB Circular A-130, 7.g. and 8(a)(1) and 8(b)(3).

PHI Reqgulatory/Statutory Reference: 45 C.F.R. 8§164.308(a)(7)(i)

CP-2, CONTINGENCY PLAN
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Justification to Select: Contingency plans must take privacy applicable requirements into
account so that executing contingency measures does not result in avoidable privacy
incidents and breaches.

PHI Supplemental Guidance: The contingency plan for systems containing PHI must
include:

1) Data backup plan,

2) Disaster recovery plan,

3) Emergency mode operation plan, and

4) Emergency access procedures.

Additionally, the decision to include the following is dependent on a risk analysis to
determine if or to what extent these should be included in the contingency plan:
1) Testing and revision procedures,
2) Applications and data criticality analysis, and
3) Contingency operations (i.e., procedures that allow facility access in support of
restoration of lost data.

Related Controls: RA-3, SI-12.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
Reference: 5 U.S.C. 8552a(e)(10); OMB Circular A-130 7.g.

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(7)(i)-(ii); 45 C.F.R.
§164.310(a)(2)(i); 45 C.F.R. 8164.312(a)(2)(ii)

Control Enhancement: 5

Justification to Select: Pursuant to the emergency mode operations plan and emergency
access procedure mandated under HIPAA, this control is required for both provision of
emergency services (a mission critical business function), and for protection of the
security of PHI while operating in emergency mode.

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(7)(ii)(C); 45 C.F.R.
§164.312(a)(2)(ii)

Control Enhancement: 8

Justification to Select: This control addresses the HIPAA Security Rule requirement to
assess the relative criticality of specific applications and data to facilitate a risk-based
contingency plan.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.
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PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(7)(ii)(E)
CP-4, CONTINGENCY PLAN TESTING
Justification to Select: Contingency plan tests and exercises should include an evaluation

of the ability to meet privacy requirements in a contingency scenario as well as corrective
measures to address any privacy risks identified.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(7)(ii)(D)

CP-9, INFORMATION SYSTEM BACKUP

Justification to Select: Backup copies of information need to be protected with the same
level of security as if that information were being maintained on the original information
system. Applicable controls necessary to achieve this and to protect confidentiality
include encryption of the backup. Backing up information helps maintain the integrity of
the data — a requirement of the Privacy Act and HIPAA.

Moderate and High PI1l Confidentiality Impact Level Control Extension: Use the
encryption methodology specified in SC-13 to encrypt moderate and high PlI
confidentiality impact level information in backups at the storage location.

PHI Control Extension: Establish procedures that create a retrievable, exact copy of the
PHI before any movement of information system equipment.

Moderate and High P11l Confidentiality Impact Level Regulatory/Statutory Reference: 5
U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.; OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(7)(ii)(A) — (C); 45 C.F.R.
§164.310(d)(2)(iv); 45 C.F.R. 8164.312(c)(1)

CP-10, INFORMATION SYSTEM RECOVERY AND RECONSTITUTION

Justification to Select: Information system recovery and reconstitution is an important
step to restoring both PII and PHI to an accurate state following execution of a
contingency plan.

Moderate and High P1l Confidentiality Impact Level Requlatory/Statutory Reference: 5
U.S.C. 8552a(e)(5) and (e)(10); OMB Circular A-130, 7.g.

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(a)(7)(ii)(B); 45 C.F.R.
8164.308(a)(7)(ii)(C)
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IA-2, IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)

Justification to Select: Implementing this control ensures unique identification of
individual’s account, preventing anonymous access to PI1l and providing appropriate
access (e.g., need for the PII in the performance of the users official duties) for
organizational users. HIPAA requires that organizations uniquely identify users and
implement procedures to verify user identity.

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: 5 U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b(3)(b)

PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.308(a)(5)(ii)(D); 45 C.F.R.
§164.312(a)(2)(i); 45 C.F.R. §164.312(d);

Control Enhancement: 6

Justification to Select: Requiring multi-factor authentication to privileged accounts
provides added assurance that a privileged user, who likely has elevated privileges with
access to PII, has proven their identity during the authentication process. OMB Policy
requires the use of two-factor authentication with one factor being separate from the
computer itself. Multi-factor authentication provides heightened assurance of identity
during the authentication process. OMB Policy requires the use of two-factor
authentication with one factor being separate from the computer itself.

Moderate and High PII Confidentiality Impact Level Supplemental Guidance: A separate
device would include a Common Access Card (CAC). This control is required when the
network access is remote (from outside the organization controlled networks).

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 1, 8C

Control Enhancement: 7

Justification to Select: Requiring multi-factor authentication to non-privileged accounts
provides added assurance that a non-privileged user, who has access to Pll, has proven
their identity during the authentication process. OMB Policy requires the use of two-
factor authentication with one factor being separate from the computer itself. Multi-
factor authentication provides heightened assurance of identity during the authentication
process.

Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: This
control is required for remote network access to information systems containing PIl (from
outside the organization controlled networks). A separate device could include a CAC.
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Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 1, 8§ C

Control Enhancement: 11

Justification to Select: Required for remote access to PIl. Multi-factor authentication
provides heightened assurance of identity during the authentication process. OMB Policy
requires the use of two-factor authentication with one factor being separate from the
computer itself.

Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: A separate
device could include a CAC. This control is required when the network access is remote
(from outside the organization controlled networks). Related Control: SC-13.

Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 1,8 C

IA-3, DEVICE IDENTIFICATION AND AUTHENTICATION

Justification to Select: Implementing this control ensures that un-authenticated devices,
e.g., mobile devices and personal laptop computers, are not able to make a connection to
an information system containing PHI. HIPAA requires technical policies and
procedures for systems that maintain PHI to allow access only to those persons or
software programs that have been granted access rights.

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(a)(1); 45 C.F.R. 8164.312(d)

IA-4, IDENTIFIER MANAGEMENT

Justification to Select: Identifiers are a critical and necessary function to confirm which
people and devices are accessing PIl. Using Social Security Numbers (SSNs) as
identifiers may create the potential for unauthorized disclosure of the SSN, and linkage of
that individual to other PII, as system identifiers are not protected with the same level of
security as are database elements or passwords. In addition, collecting an individual’s
SSN may create notice requirements under the Privacy Act.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: SSNs,
and parts of SSNs, must not be used as system identifiers. Identifier management must
ensure that any access to, or action involving, P11 is attributable to a unique individual.

PHI Supplemental Guidance: Identifier management must ensure that any access to, or
action involving, PHI is attributable to a unique individual.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a (note 887(a)(1)), (b), (¢)(10) and (j); 44 U.S.C. 83518(c)(1)
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PHI Requlatory/Statutory References: 45 C.F.R. § 164.308(a)(4); 45 C.F.R.
8164.308(a)(5)(ii)(D); 45 C.F.R. 8164.312(a)(2)(i); 45 C.F.R. §164.312(d)

Control Enhancement: 3

Justification to Select: ldentity proofing requirements support agencies in confirming the
identity of system users before granting them access to any system that contains PII.

Moderate and High PII Confidentiality Impact Level Supplemental Guidance: ldentity
proofing registration process is mandatory for Federal Employees, Contractors, and
Service Members.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); Homeland Security Policy Directive (HSPD) No. 12; NIST
FIPS 201-1

IA-5, AUTHENTICATOR MANAGEMENT

Justification to Select: Adequate security to insure confidentiality for an information
system containing PII is achieved through the management of the authenticators
permitting access to that system. Authenticator management includes periodically
changing passwords or other identifiers (e.g., certification and signatures) to reinforce
identity validation and adherence to administrative security policies as well as enforces a
time-based restriction on access, all of which bound access to P1l in some way, limiting
exposure in the event a user account is compromised.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory Reference:

5 U.S.C. 8552a(b) and (e)(10); Federal Information Security Management Act (P.L. No.
107-347, Title 111) § 3547; OMB M-06-16; OMB M-07-16 Att. 1.C.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3); 45 C.F.R.
§164.308(a)(5)(ii)(D); 45 C.F.R. 8§164.312(d)

IA-6, AUTHENTICATOR FEEDBACK

Justification to Select: Restricting feedback from the authentication process limits ability
of unauthorized users to compromise the authentication mechanisms for accounts that can
access PHI.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.
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PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(5)(ii)(D); 45 C.F.R.
§164.312(a)(1)

IA-7, CRYPTOGRAPHIC MODULE AUTHENTICATION

Justification to Select: PII requires encryption in certain circumstances. As such, FIPS
140-2 applies, including requirements for authentication to cryptographic modules. FIPS
140-2 is the current standard for validating cryptographic modules or alternatively NSA-
certified hardware-based encryption modules. Use of unapproved cryptographic modules
potentially allows unauthorized access to the cryptographic module or underlying,
encrypted PII. As such, all organizations must either use cryptographic modules which
satisfy FIPS 140-2, including requirements for authentication, or NSA-certified
hardware-based encryption modules.

Low, Moderate and High PIl Confidentiality Impact Level Supplemental Guidance:
Information systems containing Pl must use FIPS 140-2 or NSA-approved cryptographic
modules.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. If the risk analysis determines that
encryption will be used then a FIPS 140-2 or NSA-approved cryptographic module is
required. Related Controls: RA-3, SI-12.

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB M-07-16 Att. 1.C.

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(5)(ii)(D); 45 C.F.R.
8164.312(a)(2)(iv)

IA-8, IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL
USERS)

Justification to Select: Similar to 1A-2, this control requires information systems to
uniquely identify and authenticate system users that are not part of the organization as
well as processes that act on behalf of another organization. This means no one is

provided anonymous access to PII and supports managing each user’s appropriate access
to PII.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References:
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5 U.S.C. 8552a(b) and (¢)(10); Federal Information Security Management Act (P.L. 107-
347, Title 1) ; OMB Circular A-130, 7.g. and 8.b(2)(c)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(2)(i)

IR-1, INCIDENT RESPONSE POLICY AND PROCEDURES

Justification to Select: Incidents involving PIl or PHI have response requirements unique
from other types of security incidents. Therefore, a breach notification and response
policy for PIl and PHI must be developed and implemented. Security incidents may
involve PIl or PHI and when they do the privacy office must be involved.

Low, Moderate and High PI1I Confidentiality Impact Level Supplemental Guidance: In
developing incident response policy and procedures, ensure those policies and procedures
incorporates guidance from the privacy office for the handling of incidents involving PII.
Related Control: SE-2.

PHI Supplemental Guidance: In developing incident response policy and procedures,
ensure those policies and procedures incorporates guidance from the privacy office for
the handling of incidents involving PHI. Related Control: SE-2.

Low, Moderate, and High Pll Confidentiality Impact Level Parameter VValues:
a. ... Incident Response Team as required by OMB M-07-16...

Low, Moderate and High PII Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 2 and Att. 3

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(6)(i)

IR-2, INCIDENT RESPONSE TRAINING

Justification to Select: Those responsible for identifying and responding to a security
incident must understand how to recognize when PII or PHI are involved so that they can
coordinate with the designated privacy official.

Low, Moderate and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-5.

PHI Supplemental Guidance: Related Control: AR-5.

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB M-07-16, Att. 1 and Att. 2; NIST SP 800-122

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(6)(i); 45 C.F.R.
8164.530(b)(1)
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IR-4, INCIDENT HANDLING

Justification to Select: A strategic, well-thought-out security incident response program
will integrate with privacy incident and breach response where appropriate, with the two
processes being mutually supportive.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Control; SE-2.

PHI Supplemental Guidance: Related Control: SE-2.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-1, Att. 2

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(6)(ii); 45 C.F.R. Part 164
Subpart D

Control Enhancement: 3

Justification to Select: HIPAA requires administrative, physical and technical safeguards
for the protection and access of PHI during an emergency or other occurrence.

PHI Control Extension: Organizations establish policies and procedures for responding
to an emergency or other occurrence (for example, fire, vandalism, system failure, and
natural disaster) that damages systems that contain PHI including procedures to enable
continuation of critical business processes for the protection of PHI and for obtaining
necessary PHI during an emergency. Additionally, HIPAA requires organizations to
conduct a risk analysis to determine whether and to what extent they establish procedures
that allow facility access in support of restoration of lost data under the disaster recovery
plan in the event of an emergency.

PHI Parameter Values:

......... emergencies, vandalism, security incidents, or natural disasters......

...... reasonable and appropriate policies and procedures consistent with federal laws
and regulations and organizational requirements......

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(7)(i); 45 C.F.R.
8164.308(a)(7)(ii)(B); 45 C.F.R. 8164.308(a)(7)(ii)(C); 45 C.F.R. 8§164.312(a)(2)(ii); 45
C.F.R. 8164.310(a)(2)(i)

IR-5, INCIDENT MONITORING

Justification to Select: Tracking and documenting security and privacy incidents enables
the organization to respond more effectively and evaluate both individual incidents and
trends across incidents over time.
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Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: SE-2.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 2, A

PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
8164.308(a)(6)(ii); 45 C.F.R. Part 164 Subpart D

IR-6, INCIDENT REPORTING

Justification to Select: Security incident reporting for incidents that are also privacy
incidents must comply with privacy reporting requirements set forth by OMB M-07-16.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Incidents involving PII must be reported to the appropriate incident response center, e.g.,
United States Computer Emergency Readiness Team (US-CERT) or Intelligence
Community Security Coordination Center (IC SCC). Related Control: SE-2.

Low, Moderate, and High PII Confidentiality Impact Level Parameter Values:
a. ... as short a time as is possible, but in no case later than one hour, after discovery or
detection for incidents involving PII...

b. ... both the Privacy Incident Response Team and the appropriate incident response
center, e.g., US-CERT or IC SCC, if the incident involves PII...

Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory

References: OMB M-07-16, Att. 2, B.1; ICS 502-01

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
8164.308(a)(6)(ii); 45 C.F.R. 8164.314(a)(2)(i)(C); 45 C.F.R. Part 164 Subpart D

IR-7, INCIDENT RESPONSE ASSISTANCE

Justification to Select: Security incident response resources and privacy incident and
breach response resources must know which resources are available, and how and when
to coordinate.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Incident response assistance for incidents involving PIl may include use of the forensic,
technical, policy, and legal expertise of the organization's Information Assurance
Officers/Managers, Privacy Officers, Legal Counsel, external or internal IT help desks,
and the organization's Computer Emergency Response Team (CERT), in investigating
and remediating incidents. Related Control: SE-2.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 3, B.
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PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(6)(i)

IR-8, INCIDENT RESPONSE PLAN

Justification to Select: A strategic, well-thought-out security incident response program
must integrate with privacy incident and breach response planning where appropriate,
with the two processes being mutually supportive.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: In
developing an incident response plan, ensure it incorporates guidance from the privacy
office for the handling of incidents involving PIl. Related Control: SE-2.

PHI Supplemental Guidance: In developing an incident response plan, ensure it
incorporates guidance from the privacy office for the handling of incidents involving
PHI. Related Control: SE-2.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 2

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(6)C.F.R.

IR-10, INTEGRATED INFORMATION SECURITY ANALYSIS TEAM

Justification to Select: Instances of loss, theft, or compromise of Pl may involve an
information security related malicious code attack or intrusion. In such cases, the
Integrated Information Security Analysis Team is the organization's subject matter
experts best able to support the organization's P1I incident response team required by
OMB M-07-16. In addition to security implementers, developers, and operators; this
internal team should also comprise of the Chief Information Officer, Chief Privacy Officer
or Senior Official for Privacy among others.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: The
integrated information security analysis team will support the organization’s PII incident
response team (as specified in OMB M-07-16) in all aspects of response to a security
incident involving PIl. Related Control: SE-2.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 3, B.

MA-1, SYSTEM MAINTENANCE POLICY AND PROCEDURES

Justification to Select: Privacy considerations should be included in system maintenance
policy and procedures especially when the system contains information subject to the
Privacy Act and/or HIPAA.
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Moderate and High PIl Confidentiality Impact Level Control Extension: System
maintenance policy and procedures must ensure that contractors having access to records
(i.e., files or data) maintained in a system of records are contractually bound to be
covered by the Privacy Act.

PHI Supplemental Guidance: Procedures to facilitate the implementation of the system
maintenance policy should include access control validation and accountability
procedures.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(m); OMB Circular A-130 7.9.; FAR Parts 24.104, 39.105, and 52.224-
1&2; 5 U.S.C. 8§552a(b), (e)(9)-(10), and (m)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.310(a)(2)(iii); 45 C.F.R. 8164.310(a)(2)(iv); 45 C.F.R. 8164.310(d)(2)(iii)

MA-2, CONTROLLED MAINTENANCE

Justification to Select: HIPAA requires organizations to apply reasonable and
appropriate safeguards for the protection of PHI, including implementing policies and
procedures to document repairs and modifications to the facility which are related to
security.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.310(a)(2)(iii); 45 C.F.R. 8164.310(a)(2)(iv); 45 C.F.R. 8§164.310(d)(2)(iii)

MA-4, NONLOCAL MAINTENANCE

Control Enhancement: 6

Justification to Select: Encrypting the communications channel when maintenance is
performed remotely protects user credentials, PII, and other data as it travels “across the
wire.”

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-06-16, Action Item 2.2 and Step 3.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(2)(iv); 45 C.F.R.
8164.312(d); 45 C.F.R. 8164.312(e)(1); 45 C.F.R. 8164.312(e)(2)(ii)

MA-5, MAINTENANCE PERSONNEL
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Justification to Select: This control requires that maintenance personnel and others that
have physical access to an information system are properly authorized and/or supervised
by someone that is authorized to access the system, protecting PIl and other information
from unauthorized use and disclosure.

Low, Moderate and High PIl Confidentiality Impact Level Supplemental Guidance: If
maintenance personnel are contractors, then the organizations personnel responsible for
contracting (such as the contracting officer (KO or CO), contracting officer representative
(COR), or contracting officer technical representative (COTR)) or the program manager
(PM) must ensure that contractors having access to records (i.e., files or data) from a
system of records are contractually bound to be covered by the Privacy Act. Related
Controls: SA-4, AR-3.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (e)(9)-(10), and (m); FAR Part 24.104, 39.105, and
52.224-1

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.310(a)(2)(iii); 45 C.F.R. 8164.310(a)(2)(iv); 45 C.F.R. 8164.310(d)(2)(iii)

MP-1, MEDIA PROTECTION POLICY AND PROCEDURES

Justification to Select: All employees and contractors with potential access to Pll or PHI
must be informed about all policies and procedures that protect the various media types
used by an organization to protect any Pl or PHI that may reside on the media.

Low, Moderate and High PIl Confidentiality Impact Level Parameter Value:
a. ... employees and contractors with potential access to PII......

PHI Parameter Value:
a. ... employees and contractors with potential access to PHI......

Low, Moderate, and High PlI Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 1 and Att. 4

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.310(d)(1)

MP-2, MEDIA ACCESS

Justification to Select: Restricting access to digital and non-digital media, including
mobile devices with storage capabilities, protects PIl from unauthorized use and
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MP-3

MP-4

disclosure. A risk assessment should be conducted to determine what PII, if any, can be
stored on certain media types and who is authorized to do so.

Low, Moderate, and High PIl Confidentiality Impact Level Parameter Values:
... any digital or non-digital media containing PII......
... authorized individuals with a valid need to know...

PHI Parameter VValues:
... any digital or non-digital media containing PHI......
... authorized individuals with a valid need to know...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: E-Government Act of 2002 (Pub. L. No. 107-347) § 208; OMB M-03-226,
Att.

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(3)(ii)(A); 45 C.F.R.
§164.310(c); 45 C.F.R. 8164.310(d)(1); 45 C.F.R. §164.312(c)(1)

MEDIA MARKING

Justification to Select: To enable individuals to appropriately protect media containing
PII or PHI, that media (or its container) must be marked to specify the contents,
applicable protections (i.e. distribution limitations, handling caveats, and applicable
security markings), or both, for the information therein.

Low, Moderate and High PI1I Confidentiality Impact Level Supplemental Guidance:
Media containing PII, or the container for the media if labeling the media is not
practicable, shall be marked appropriately.

PHI Supplemental Guidance: Media containing PHI, or the container for the media if
labeling the media is not practicable, shall be marked appropriately.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(c); 45 C.F.R. §164.310(d)(1)

MEDIA STORAGE

Justification to Select: Controlling the storage of media containing Pl protects the media
from theft and promotes accountability.

Low, Moderate and High Pl Confidentiality Impact Level Parameter Value:
a. ... removable media that contains PII......
... any securable area or in a locked container......

Privacy Overlay 59



Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: 5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.

PHI Regulatory/Statutory References: 45 C.F.R. §164.310(c); 45 C.F.R. §164.310(d)(2);
45 C.F.R. §164.310(d)(2)(iv)

MP-5, MEDIA TRANSPORT

Justification to Select: Protecting and controlling media containing PIl, commensurate
with the sensitivity of the PIl contained on the media, during transport outside of
controlled areas promotes accountability and limits situations that make the media
vulnerable to unauthorized use and disclosure through loss, theft, or other mishandling.

Low, Moderate and High Pl Confidentiality Impact Level Parameter VValue:
a. ... digital media that contains PII......
... NSA-approved or FIPS-validated encryption...

PHI Parameter Value:
a. ... digital media that contains PHI......
... NSA-approved or FIPS-validated encryption...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB M-07-16, Att. 1, C.; OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(d)(1); 45 C.F.R.
§164.310(d)(2)(iii); 45 C.F.R. 8164.312(c)(1)

Control Enhancement: 4

Justification to Select: Encrypting portable media and mobile devices protects
confidentiality and integrity of P1I stored on those devices.

PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals (45 C.F.R. Part 164 Subpart
D), then no breach notification is required following an impermissible use or disclosure
of the information. Therefore, organizations should use cryptographic protections for
PHI stored on electronic media. Related Controls: RA-3, SI-12.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
References;: OMB M-07-16, Att. 1, C.; OMB M-06-16
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PHI Requlatory/Statutory Reference: 45 C.F.R. 8164.312(a)(2)(iv)

MP-6, MEDIA SANITIZATION

Justification to Select: Properly sanitizing media that contains Pl prior to disposal or
release protects PIl from unauthorized use and disclosure.

Moderate, and High P11 Confidentiality Impact Level Supplemental Guidance:
Related Control: DM-2.

Moderate and High PIl Confidentiality Impact Level Parameter VValue:

a. ... digital media that contains PII......
... NSA-approved or FIPS-validated media sanitization techniques or
procedures...

PHI Parameter Value:

a. ... digital media that contains PHI......
... NSA-approved or FIPS-validated media sanitization techniques or
procedures...

Moderate, and High P11l Confidentiality Impact Level Regulatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g.; OMB M-07-16, Att. 1, C.

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(d)(1); 45 C.F.R.
§164.310(d)(2)(i);45 C.F.R. §164.312(d)(2)(ii)

Control Enhancement: 1

Justification to Select: Tracking, documenting, and verifying media sanitization and
disposal actions for media that contains PII reduces the risk of unauthorized disclosure of
PIl and PHI, and increases accountability.

Low, Moderate and High P11 Confidentiality Impact Level Supplemental Guidance:
Related Control: DM-2.

PHI Supplemental Guidance: Related Control: DM-2.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g.; OMB M-07-16,
Att. 1, C.

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(d)(1); 45 C.F.R.
8164.310(d)(2)(i); 45 C.F.R. 8164.312(d)(2)(ii)

Control Enhancement; 8
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Justification to Select: If a smart device containing PII is lost or stolen, most such
devices now permit the organization to specify either remote memory and data wipe
when the smart device is reported lost or stolen, and/or implementing a limited number of
unsuccessful login attempts before the smart device wipes its memory and clears its
contents.

Moderate and High P1I Confidentiality Impact Level Supplemental Guidance:
Organizations shall consider the use of this control for moderate and high P1I
confidentiality impact level information on devices such as mobile devices like an iPad or
other smart device. If your organization permits use of personal smart devices (for
example, BYOD), the organization must evaluate methods to ensure this control is
enforced or that compensating controls are in place. Related Controls: DM-2, SE-2.

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.g.

MP-7, MEDIA USE

Justification to Select: Personally owned mobile devices and other personal media exist
outside the boundaries of organization owned information systems, which limits the
ability of organizations to control how Pl is handled. Therefore controlling what may be
placed on a personally owned mobile device reduces organizational risk.

Moderate and High P11 Confidentiality Impact Level Supplemental Guidance: This
control applies to devices containing P11, particularly portable storage and mobile
devices. Related Control: SE-2.

Moderate and High P1I Confidentiality Impact Level Parameter Value:

... restricts...

... portable storage and mobile devices...

... information systems and networks containing PII, without...

... device ownership, media sanitization and encryption controls...

Moderate and High P1I Confidentiality Impact Level Regulatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); OMB Circular A-130, 7.9.

Control Enhancement: 1

Justification to Select: The ability to identify the owner of removable media that stores
P11l assigns accountability and responsibility managing the media and responding to a
privacy breach.

Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 4

MP-8, MEDIA DOWNGRADING
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Control Enhancement: 3

Justification to Select: Prior to public release of any media containing P11 or PHI, that
media must be reviewed to ensure that the Pl and PHI have been appropriately redacted
or de-identified and any file containing PIl or PHI on that media is appropriately
sanitized so that the P1l or PHI is not recoverable or re-identifiable.

PHI Supplemental Guidance: Downgrading of media containing PHI must implement
HIPAA de-identification procedures to ensure PHI may not be re-identified.

Moderate and High P11l Confidentiality Impact Level Parameter VValues:
... PII...

PHI Parameter VValues:
... PHI...

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References: 5
U.S.C. 8552a(b) and (e)(10); 5 U.S.C. 8552 (b)(6); OMB Circular A-130, 7.9.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.514

PE-1, PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND
PROCEDURES

Justification to Select: Sensitivity of PIl may impact the necessary physical and
environmental controls. Physical controls are important for protecting PIl against
unauthorized access, use, and disclosure. Environmental controls can be critical when
PII has high availability requirements (e.g., core mission capabilities of an organization
rely on consistent and frequent access to PI1).

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
8164.310(a)(1); 45 C.F.R. §164.310(a)(2)(ii); 45 C.F.R. 8164.310(a)(2)(iii)

PE-2, PHYSICAL ACCESS AUTHORIZATIONS

Justification to Select: Maintaining a current list of personnel that are authorized to
access facilities where PII is located protects P11 from unauthorized access.

PHI Supplementary Guidance: Under HIPAA, this is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory
Reference: 5 U.S.C. §552a(b) and (e)(10); OMB Circular A-130, 7.g.
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PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
§164.308(a)(3)(ii)(A); 45 C.F.R. 8164.310(a)(2)(iii)

Control Enhancement: 1

Justification to Select: Implementing role-based access controls for physical access
provides a further level of granularity in governing who can access facilities, and even
certain parts of facilities, that store and process PHI.

PHI Supplementary Guidance: The authorization of physical access to the facility should
include considerations of whether the person needs access to PHI and whether such
access is permitted under the HIPAA Privacy Rule.

PHI Requlatory/Statutory References: 45 C.F.R. §164.310(a)(1); 45 C.F.R.
§164.310(a)(2)(iii)

PE-3, PHYSICAL ACCESS CONTROL

Justification for Selection: Employing physical access controls that limit access to a
facility that are commensurate with the level of sensitivity of the PII processed in a
facility protect the PIl from unauthorized access, use, and disclosure.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. §552a(b) and (e)(10); OMB Circular A-130, 7.g.

PHI References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R. 8164.310(a)(1); 45 C.F.R.
§164.310(a)(2)(iii); 45 C.F.R. §164.310(b); 45 C.F.R. §164.310(c)

PE-4, ACCESS CONTROL FOR TRANSMISSION MEDIUM

Justification for Selection: Protecting physical access to transmission medium protects
the confidentiality of P1I by protecting it from eavesdropping, the integrity of PIl by
protecting it from modification (when unencrypted), and protects the availability of Pl
by helping to prevent accidental or intentional damage or disruption to transmission lines.

PHI Supplementary Guidance: Under HIPAA, this is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Related Controls: RA-3, SC-
7(14), SI-12.

PHI References: 45 C.F.R. §164.310(a)(1); 45 C.F.R. 8164.310(a)(2)(ii); 45 C.F.R.
§164.310(c)

PE-5, ACCESS CONTROL FOR OUTPUT DEVICES
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Justification for Selection: Controlling physical access to output devices, such as
monitors, printers, and audio devices, protects PII from unauthorized access.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: The
access controls applied to output devices should be commensurate with the PlI
confidentiality impact level. For example, human resource information is only sent to
printers located in secured locations such as a locked suite.

PHI Supplemental Guidance: Related Controls: RA-3, SI-12.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g.

PHI References: 45 C.F.R. §164.310(a)(1); 45 C.F.R. 8164.310(b); 45 C.F.R.
§164.310(c)

PE-6, MONITORING PHYSICAL ACCESS

Justification for Selection: Monitoring physical security incidents could identify PII
incidents or breaches.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Reference: 45 C.F.R. 8164.308(a)(6)(i); 45 C.F.R. §164.310(a)(2)(iii)
PE-8, VISITOR ACCESS RECORDS

Justification for Selection: Visitor access records provide a history of who had access to
facilities in the event of a privacy incident or breach.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. When implemented, records should be

retained in accordance with the organization’s records retention schedule. Related
Controls: RA-3, SI-12.

PHI Reference: 45 C.F.R. 8164.310(a)(2)(iii)
PE-17, ALTERNATE WORK SITE

Justification for Selection: PII collected, stored, and processed at alternate worksite is
subject to the same laws, regulations, and policies as PII handled at “non-alternate
facilities.” Adequate security and privacy controls commensurate with the risk to Pl at
the alternate work site must be implemented.
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Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: PlII
collected, stored, and processed at alternate worksite is subject to the same laws,
regulations, and policies as PII handled at “non-alternate facilities.”

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
OMB M-07-16, Att. 1 and Att. 4; OMB M-11-27

PE-18, LOCATION OF INFORMATION SYSTEM COMPONENTS

Justification for Selection: Organizations must consider the location and placement of
information system components that either store or display PIl and place components in a
manner to decrease the risk of unauthorized disclosure.

High PIl Confidentiality Impact Level Supplemental Guidance: This control is required
to limit intentional and unintentional disclosures of PII in violation of the Privacy Act.
One example of an information system component requiring this control would be
monitors and ensuring proper placement of the monitors will prevent unauthorized
viewing. Another example of an information system component would be servers and
disk arrays and location would include ensuring these are in a secured space.

PHI Supplementary Guidance: This control is required to limit intentional and
unintentional disclosures of PHI in violation of the HIPAA Privacy and Security Rules.

High P11 Confidentiality Impact Level Regulatory/Statutory Reference: 5 U.S.C.
§552a(e)(10)

PHI References: 45 C.F.R. 8164.308(a)(3)(i); 45 C.F.R. §164.310(c)

PL-1, SECURITY PLANNING POLICY AND PROCEDURES

Justification for Selection: Security planning addresses the privacy requirements for
confidentiality, availability, and integrity for the organization and individual information
system(s).

PHI Control Extension: The organization retains the policies and procedures in written
form (which may be electronic) for 6 years from the date of its creation or the date when
it was last in effect, whichever is later. The organization makes the documentation
available to those persons responsible for implementing the procedures to which the
document pertains.

PHI References: 45 C.F.R. §164.316(a); 45 C.F.R. §164.316(b)(1)(i); 45 C.F.R.
8164.316(b)(2)(i); 45 C.F.R. 8164.316(b)(2)(ii)

PL-2, SYSTEM SECURITY PLAN

Privacy Overlay 66



Justification for Selection: The system security plan (SSP) is necessary for the
information system to be authorized. As the security controls section of a privacy impact
assessment or other privacy documentation may not provide sufficient details to
determine which controls have been implemented, the SSP and plan of action and
milestones (POAM, see PM-4) are the best locations to address privacy related security
controls.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: The
system security plan (SSP) must provide the security category and the PII confidentiality
impact level of the system (as described in NIST SP 800-122), describe relationships
with, and data flows of, Pl to other systems, provides an overview of security and
privacy requirements for the system, including the security controls within the Privacy
Overlays. The SSP must define the boundary within the system where PII is stored,
processed, and/or maintained. The person responsible for meeting information system
privacy requirements must provide input to the SSP.

Low, Moderate, and High P1l Confidentiality Impact Level Supplemental Guidance:
Related Control: PM-4.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: E-Government Act of 2002 (Pub. L. No. 107-347) § 208; OMB M-03-22;
OMB M-07-16 Att. 1, A.2.

PHI References: 45 C.F.R. §164.306(a); 45 C.F.R. §164.308(a)(1)(i); 45 C.F.R.
§164.310; 45 C.F.R. 8164.310(a)(2)(ii); 45 C.F.R. 8164.316(a); 45 C.F.R.
8164.316(b)(1)(i); 45 C.F.R. 8164.316(b)(2)(ii)

PL-4, RULES OF BEHAVIOR

Justification for Selection: Rules of behavior govern expectations of system users for
systems that handle PII.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Pursuant
to OMB M-07-16, organizational rules of behavior must include a policy outlining the
rules of behavior to safeguard personally identifiable information (P11) and identifying
consequences and corrective actions for failure to follow these rules. Consequences
should be commensurate with level of responsibility and type of PII involved.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-5.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9); OMB M-07-16, Att. 1, A.2. and Att. 4

PL-8, INFORMATION SECURITY ARCHITECTURE
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Justification for Selection: The information security architecture identifies security and
privacy controls necessary to support privacy requirements. The Senior Agency Official
for Privacy (SAOP) or Chief Privacy Officer (CPO) are the best resource for identifying
privacy requirements and privacy controls.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-7.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:

5 U.S.C. 8552a(e)(10); E-Government Act of 2002 (Pub. L. 107-347) § 208; OMB M-03-
22

PS-1, PERSONNEL SECURITY POLICY AND PROCEDURES

Justification for Selection: Roles that require access to certain types of PII may require
additional personnel security measures beyond those applied to the general workforce of
an organization.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension: The
personnel security policies and procedures shall address the different levels of
background investigations, or other personnel security requirements, necessary to access
different levels of PII.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 4, OMB Circular A-130, 7.9. and 8.a.1(f)

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(B); 45 C.F.R.
8164.308(a)(3)(ii)(C); 45 C.F.R. 8164.316(a); 45 C.F.R. 8164.316(b)(1)(i); 45 C.F.R.
§164.316(b)(2)(ii)

PS-2, POSITION RISK DESIGNATION
Justification for Selection: Position risk designations, for different levels of access to PIl,

should be commensurate with the risks associated with the PII confidentiality impact
level.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Whether a member of the workforce will be working with Pl is a factor in determining
the screening criteria for working in the position.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
OMB M-06-16; OMB M-07-16Att. 4
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PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(B)

PS-3, PERSONNEL SCREENING

Justification for Selection: Screening individuals who are provided access to Pll, and re-
screening as deemed appropriate by the organization, reduces risk.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension:
Individuals that work with PII are screened prior to being provided access to the PII and
re-screened as determined by the organization.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate. High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
5C.F.R. 731.106

PHI Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(B)

Control Enhancement: 3

Justification for Selection: Access to PIl and PHI requires both a valid need to know as
documented by an access authorization request, and requires a background investigation
(or appropriate screening) to ensure the individual being provided access is suitable.
Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-5.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PIl Confidentiality Impact Level Parameter Values:
... organization defined personnel screening criteria commensurate with increasing level
of risk and responsibility for access to, or use of, different levels of PII ...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: 5 C.F.R. §731.106

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(B)

PS-4, PERSONNEL TERMINATION

Justification for Selection: This control governs termination procedures for access to PlI
and other information
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Low, Moderate, and High Pll Confidentiality Impact Level Supplemental Guidance:
Related Control: PL-4.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
Reference: 5 U.S.C. 8552a(b)(1); OMB Circular A-130, 7.g.

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(C)

PS-5, PERSONNEL TRANSFER

Justification for Selection: When personnel are reassigned or transferred, their access to
PIl must be reviewed to determine whether and how their access permissions should
change.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Individuals that work with PII are screened prior to being provided access to the PIl and
re-screened as determined by the organization.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, High P11 Confidentiality Impact Level Regulatory/Statutory Reference:
5 U.S.C. 8552a(b)(1) and (e)(10)

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(B)

PS-6, ACCESS AGREEMENTS

Justification for Selection: Access agreement documentation notifies users and
organizations of their respective responsibilities regarding authorization for access to,
rules of behavior, and handling of PIl. This documentation provides a legal mechanism
for holding individuals accountable for their actions.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Examples of access agreement documents required for access to PIl may include access
authorization requests, nondisclosure agreements, acceptable use agreements, privacy
training and awareness, and rules of behavior. Related Controls: AC-2, PS-3, AR-5,PL-4.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
OMB M-07-16, Att. 1, A.2. and Att. 4
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PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.308(a)(3)(ii)(A); 45 C.F.R.
8164.308(a)(3)(ii)(B); 45 C.F.R. §164.308(a)(4)(ii)(B); 45 C.F.R. 8164.310(b); 45 C.F.R.
8164.310(d)(2)(iii); 45 C.F.R. §164.314(a).

PS-7, THIRD-PARTY PERSONNEL SECURITY

Justification for Selection: This control ensures that third-party service providers that will
have access to PII are held accountable in the same way the organizational personnel are.

Low, Moderate, High PIl Confidentiality Impact Level Supplemental Guidance: Related
Control: AR-3.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
5 U.S.C. 8552a(m); OMB Circular A-130, 7.g. and 8.a.1(f), FAR Parts 24.1, 39.105, and
52.224-1&2

PHI Requlatory/Statutory References: 45 C.F.R. §164.308(a)(3)(ii)(A); 45 C.F.R.
8164.308(a)(4)(ii)(B); 45 C.F.R. 8164.308(b)(1); 45 C.F.R. 8164.314(a)

PS-8, PERSONNEL SANCTIONS
Justification for Selection: Applying clear and consistent sanctions for mishandling of PII

demonstrates a degree of organizational accountability for meeting applicable privacy
requirements.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: The
organization employs a formal sanctions process for individuals failing to comply with
established privacy policies and procedures.

Low, Moderate, High P11 Confidentiality Impact Level Supplemental Guidance: If the
personnel sanctions are associated with the loss, theft, or compromise of PII, additional
care must be taken to prevent further privacy breach. When providing notice of sanctions,
do not provide the PI1I involved in the incident to anyone without an explicit need to
know. Unless the individual needs the specific Pl elements breached to perform their
job function, the individual does not need to know the PII. Instead, provide
characterization of the type(s) of Pll breached, e.g., provide “Full Name” instead of
providing “John Doe,” or “Blood Type” instead of “A positive.”

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
5 U.S.C. 8§8552a(e)(9); OMB M-07-16, Att. 2, A.2. and Att. 4

PHI Reqgulatory/Statutory Reference: 45 C.F.R. §164.308(a)(1)(ii)(C)

RA-1, RISK ASSESSMENT POLICY AND PROCEDURES
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Justification for Selection: Formal risk assessment processes and policies provide the
foundation for implementation of the security controls required for protecting PII.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Organization risk assessment policy and procedures shall incorporate the requirements to
conduct information system privacy risk management processes across the life cycle of
an information system collecting, using, maintaining, and/or disseminating PII.

Related Control: AR-2; PM-2.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance: The
privacy office (SAOP/CPO) should be consulted with in developing risk assessment
policy and procedures to cover information systems containing PII.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB Circular A-130, 7.g. and 8.b.(3)(b); OMB M-07-16 Att. 1, A.2,;
OMB M-05-08

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(a)(1)(i); 45 C.F.R.
§164.316(a)

RA-2, SECURITY CATEGORIZATION

Justification for Selection: A determination of security categorization is based in part on
whether the information is Pl1I, or the system contains P1I, and is a fundamental
determination for implementing security controls. See Section 2.5 above.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Involve the SAOP, the CPO, or their designee when conducting the security
categorization process for information systems containing P11 or PHI.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
Reference: OMB M-07-16, Att. 1, A.2 ; OMB M-06-16; OMB M-14-04

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(1)(ii)(A); 45 C.F.R.
§164.308(a)(1)(ii)(B); 45 C.F.R. §164.308(a)(7)(ii)(E)

RA-3, RISK ASSESSMENT

Justification for Selection: A standardized risk assessment process should include a
consideration of risks associated with the collection, maintenance, and use of PII.
Effective implementation of privacy risk management processes requires both
organizational and information system processes across the life cycle of the mission,
business processes, and information system. An evaluation of privacy risk for an
information system benefits an organization and the individuals whose P11 are included
by enabling the organization to identify, evaluate, and manage the privacy risks for the
PIl in that system. The content of the privacy risk assessment performed under this
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control should be addressed in concert with the privacy risk evaluation conducted through
the internal risk management process to ensure privacy risks are identified, evaluated, and
managed in information systems containing PII.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Include an
assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and
availability of PIl in the related risk assessment documentation.

Low, Moderate, and High P11 Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-2

PHI Supplemental Guidance: The Department of Health and Human Services has issued
Final Guidance on Risk Analysis (Assessment) under the HIPAA Security Rule (see
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf)

Low, Moderate, and High P1l Confidentiality Impact Level Parameter Values:

b. ... an evaluation of risks associated with the potential impact of loss of the PII must be
identified within the overall risk assessment. All risk assessment documentation must
reflect these findings...

PHI Parameter Values:

b. ... a HIPAA Risk Analysis, and associated risks to PHI must be identified within the
overall risk assessment. All risk assessment documentation must reflect these findings.
All HIPAA Risk Analysis documentation must be maintained for 6 years from the date of
creation or date it was last in effect — whichever is later...

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: OMB Circular A-130, 7.g. and 8.b.(3)(b); M-07-16, Att. 1, A.2; M-06-16;
M-05-08;

PHI References: 45 C.F.R. §164.308(a)(1)(ii)(A); 45 C.F.R. §164.308(a)(1)(ii)(B); 45
C.F.R. §164.316(a)

SA-2, ALLOCATION OF RESOURCES

Justification for Selection: Resources must be considered for the protection of privacy
and confidentiality when budgeting for an information system.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:

As part of the capital planning and investment control process, the organization must
determine, document, and allocate resources required to protect the privacy and
confidentiality of PII in the information system.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
E-Government Act of 2002 (Pub. L. No. 107-347), § 8208; OMB Circular A-130, 7.g.
and 8.b(3)(b)
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SA-3, SYSTEM DEVELOPMENT LIFECYCLE

Justification for Selection: Managing an information system through a defined lifecycle
process helps to ensure that privacy controls are appropriately considered from the initial
system conception and requirements development, to verification of implemented
requirements, and through decommissioning.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance: To
ensure that privacy and security controls are appropriately considered during each phase
of the System Development Life Cycle (SDLC), both the security and privacy offices
should have a clear understanding of the requirements to protect PIl. The privacy office
should participate throughout the SDLC.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
Reference: OMB Circular A-130

SA-4, ACQUISITION PROCESS

Justification for Selection: Contracts for information systems, components, or services
must meet the privacy requirements of the Federal government and it is much easier, and
cheaper, to build privacy into a system at the acquisition phase of the life cycle than it is
to bolt it on after the system is already acquired.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
When acquiring information systems, components, or services used to store, process, or
transmit P11, ensure the following, in consultation with the privacy office, are included in
the acquisition contract:
h. List of security and privacy controls from the Privacy Overlays necessary to ensure
protection of PII and, if appropriate, enforce applicable privacy requirements.
I.  Privacy requirements set forth in Appendix J of NIST SP 800-53, Rev. 4, including
privacy training and awareness, and rules of behavior.
J. Privacy functional requirements, i.e., functional requirements specific to privacy.
k. FAR Clauses per FAR Part 24 and Part 39.105, and any other organization specific
privacy clause

PHI Control Extension: When acquiring information systems, components, or services
used to store, process, or transmit PHI, in addition to the requirements for PII, ensure the
following in consultation with the privacy office:
I.  Necessary memorandum of understanding, memorandum of agreement, or other
data sharing agreement are obtained.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-7.

Low, Moderate, High PIl Confidentiality Impact Level Requlatory/Statutory References:
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5 U.S.C. 8552a(m) and (e)(10); OMB Circular A-130, 7.g. and Appendix 1; E-
Government Act of 2002 (I; Pub. L. No. 107-347) §208; Federal Information
Management Security Act (Pub. L. No. 107-347); FAR Part 24 and 39.105

PHI Reference: 45 C.F.R. 8164.314(a)
SA-8, SECURITY ENGINEERING PRINCIPLES
Justification for Selection: Considering the privacy requirements of an information

system during the design phase of the life cycle ensures the most cost effective and
efficient implementation of security and privacy controls.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
When applying information system security engineering principles in the specification,
design, development, implementation, and modification of an information system
containing PII, the organization should apply privacy-enhanced system design and
development principles described in NIST SP 800-53, Rev. 4, Appendix J.

Related Control: AR-7.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: E-Government Act of 2002 (Pub. L. 107-347) § 208; OMB Circular A-130
7.9.; OMB M-05-08; OMB M-03-22

SA-9, EXTERNAL INFORMATION SYSTEM SERVICES

Justification for Selection: External information system service providers must meet the
same privacy requirements as applied to internal services so that PHI has the equivalent
level of protection regardless of where it is.

PHI Subset Control Extension: The information security requirements and controls are
documented through a written contract, or other arrangement that meets the requirements
of 45 C.F.R. 8164.314(a). This guidance is not intended to cover the acquisition of
services of all third party providers, only those who rise to the level of a business
associate of a covered entity.

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(b)(1); 45 C.F.R. 8164.314(a)

Control Enhancement: 5

Justification for Selection: Other countries have different requirements for the protection
of PII of either their own citizens or for transfer of P1l across national borders. When
selecting a service provider, the location for storage, maintenance, or processing must be
considered. Some organizations, such as European Union member states, have very
stringent data transfer restriction requirements and your organization may have a treaty or
other agreement for data exchange and/or protection. Consult with your legal counsel or
your organization's liaison to the Department of State.
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Low, Moderate, and High PII Confidentiality Impact Level Control Extension: If the
service provider will be maintaining P11 outside of the United States the organization
must evaluate the legal environment of the country in which the information will be
maintained to ensure US equities are protected. If the service provider is located in the
US and the PI1 is about non-US Citizens, then the organization must address the data
transfer requirements of the country whose citizens P1I is collected or maintained and
must ensure that country's privacy/data protection legal requirements are met.
Coordinate with your organization's legal counsel, privacy office, and Department of
State representative in meeting this requirement.

Low, Moderate, and High Pll Confidentiality Impact Level Supplemental Guidance:
Related Controls: AP-1, AP-2, UL-2.

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
Reference: OMB Circular A-130, 7.g., 9.b and 9.c.

SA-11, DEVELOPER SECURITY TESTING AND EVALUATION

Justification for Selection: Testing is a key method to ensure privacy controls are
implemented. Including privacy controls in the security assessment plan ensures they are
tested.

Moderate and High P1l Confidentiality Impact Level Control Extension:
For information systems containing PlI, the organization requires the developer of the
information system, system component, or information system service to:
a. Create and implement a security assessment plan that includes assessment of
privacy controls.
b. In testing:

1. minimize to the use of PlI to the maximum extent practicable.

2. only conduct testing with actual Pl if a formal MOA, MOU, or data
exchange agreement has been established between the data owner of the PII
and the entity developing/testing the information system including how loss,
theft, or compromise (i.e., breach) of Pl is to be handled.

3. de-identify or anonymize PII to the maximum extent practicable.

4. coordinate use of PII with the privacy office before conducting any testing.

Moderate and High P11 Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-7.

Moderate and High P11l Confidentiality Impact Level Requlatory/Statutory References:
5 U.S.C. 8552a(e)(10); E-Government Act of 2002 (Pub. L. No. 107-347), §208, and
Title 111; OMB Circular A-130, 7.g.; OMB M-03-22

Control Enhancement: 5
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Justification for Selection: To implement penetration testing identified in CA-8.

High PII Confidentiality Impact Level Control Extension:
If the system contains PII, then the penetration testing requirements of CA-8, as specified
above in this overlay, shall be applied.

High P11 Confidentiality Impact Level Requlatory/Statutory References: 5 U.S.C.
8552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b.(2)(c)(iii)

SA-15, DEVELOPMENT PROCESS, STANDARDS, AND TOOLS

Control Enhancement: 9

Justification for Selection: Preproduction environments may not be as formally controlled
as production environments. Use of PII in a preproduction environment increases risk to
the organization because the preproduction environment may not be as secure as the
production environment.

Moderate and High PI1I Confidentiality Impact Level Control Extension:
Before use of live data containing PII in a preproduction environment, the organization
shall:
a. Implement policies and procedures in coordination with the privacy office for
evaluating the risk of use of PIl in a preproduction environment.
b. Protect, per NIST SP 800-122, the PII within the preproduction environment at
the same level as in the production environment.
c. Use anonymized data substitution (See NIST SP 800-122, Section 4.2.4) if
possible.

Moderate and High P1I Confidentiality Impact Level Supplemental Guidance:

If P11 will be provided to a third-party during testing, the organization will need a formal
MOA, MOU, or data exchange agreement before providing access to that third-party.
Such agreement will at a minimum include how loss, theft, or compromise of PII is to be
handled. Related Controls: SA-9, DM-1(1), DM-3, UL-2.

Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory Reference:
5 U.S.C. 8552a(b) and (€)(10); NIST SP 800-122

SA-17, DEVELOPER SECURITY ARCHITECTURE AND DESIGN

Justification for Selection: The security architecture and design identifies security and
privacy controls necessary to support privacy requirements. The SAOP or CPO are the
best resource for identifying privacy requirements and privacy controls.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension:
The organization requires the developer of the information system, system component, or
information system service to produce a design specification and security architecture
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that accurately and completely describes the privacy requirements, and the allocation of
security and privacy controls among physical and logical components.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-7.

Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory
References: E-Government Act of 2002 (Pub. L. No. 107-347) Title 11I; 5 U.S.C.
§552a(e)(10); OMB M-05-08

SA-21, DEVELOPER SCREENING

Justification for Selection: Access to PIl and PHI requires both a valid need to know as
documented by an access authorization request, and requires a background investigation
(or appropriate screening) to ensure the individual being provided access is suitable.
These access authorization requirements extend to developers of information systems
containing P1l and PHI.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-5.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

Low, Moderate, and High PII Confidentiality Impact Level Parameter Value:
... systems containing PII......
a. ... contracting officer and contracting officer representative, in consultation
with the organization's privacy office......

b. ... ... organization defined personnel screening criteria commensurate with
increasing level of risk and responsibility for access to, or use of, different levels
of PII...

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
Reference: 5 C.F.R. §731.106

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(ii)(B)

SC-2, APPLICATION PARTITIONING

Justification for Selection: It is necessary to store P1l on separate logical partitions from
applications and software that provide user functionality in order to restrict accidental or
unintentional loss of, or access to, P1l by both unauthorized users and unauthorized
applications.

Moderate and High P1l Confidentiality Impact Level Control Extension:
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In any situation where PI1 is present, Pl shall be stored on a logical or physical partition
separate from the applications and software partition.

PHI Control Extension: Apply the Moderate and High PII Confidentiality Impact Level
Control Extension.

Moderate and High P11l Confidentiality Impact Level Regulatory/Statutory References:
5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.g. and 8.b.(3)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(1)

SC-4, INFORMATION IN SHARED RESOURCES

Justification for Selection: Shared system resources include, among other things, memory
and disk caches. To protect against unauthorized or unintended access to PII, purging of
these shared system resources minimizes the risk of such access. For example, ensuring
that the clipboard in Windows(TM) is emptied or restricted when access or using PII.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Following use of a shared system resource, ensure that shared system resource(s) is
purged of P1I to prevent unintended users or processes from accessing PlII.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. §552a(b) and (e)(10); OMB Circular A-130, 7.g. and 8.b.(3)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(a)(1)

SC-7, BOUNDARY PROTECTION

Control Enhancement: 14

Justification for Selection: System interfaces can provide access to the data flows
involving PHI. HIPAA has heightened security requirements to protect these interfaces.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: PE-4, RA-3, SI-12.

PHI Parameter Values:
... those organization-defined managed interfaces necessary to prevent unauthorized
physical access, tampering, and theft of PHI......

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.312(¢e)(1); 45 C.F.R.
8164.312(e)(2)(i)

SC-8, TRANSMISSION CONFIDENTIALITY AND INTEGRITY
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Justification for Selection: Because of the sensitivity of PIl and PHI, the confidentiality
and integrity of such information in transit must be assured.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: AR-4.

Low, Moderate, and High Pll Confidentiality Impact Level Parameter Values:
... confidentiality and integrity...

PHI Parameter Values: ... confidentiality and integrity...

Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(5) and (10); OMB Circular A-130, 7.g. and Appendix 1;
E-Government Act of 2002 ( I; Pub. L. No. 107-347), Title 11

PHI Requlatory/Statutory Reference: 45 C.F.R. 8§164.312(c)(1); 45 C.F.R.
8164.312(e)(1)

Control Enhancement: 1

Justification for Selection: Because of the sensitivity of Pll, the confidentiality and
integrity of such information in transit must be assured with encryption techniques if
assurance is not provided by other means.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension:
P11l must be protected by NSA-approved or FIPS-validated encryption to ensure the
information’s confidentiality and integrity during transmission.

PHI Supplemental Guidance:

Under HIPAA, encryption is an addressable control. The decision to implement this
control is dependent on a risk analysis to determine if or to what extent it should be
applied within the organization. Using cryptographic protection allows the organization
to utilize the “Safe Harbor” provision under the Breach Notification Rule. If PHI is
encrypted pursuant to the Guidance Specifying the Technologies and Methodologies that
Render Protected Health Information Unusable, Unreadable, or Indecipherable to
Unauthorized Individuals (45 C.F.R. Part 164 Subpart D), then no breach notification is
required following an impermissible use or disclosure of the information. Therefore,
organizations should use cryptographic protections for PHI stored on electronic media.
Related Controls: RA-3, SI-12.

Low, Moderate, and High PIl Confidentiality Impact Level Parameter Values:
... prevent unauthorized disclosure of PII...
... physical safeguard measures to prevent unauthorized access to or alteration of
the PII contained therein......
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Low, Moderate, and High P11 Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(5) and (10); E-Government Act of 2002 (Pub. L. No.
107-347), Title 111; OMB Circular A-130, 7.g. and Appendix 1; OMB M-07-16, Att. 1,
C.; OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. §164.312(c)(2); 45 C.F.R.
8164.312(e)(2)(i)

Control Enhancement: 2

Justification for Selection: Because of the sensitivity of Pll, the integrity of information
in transit must be assured at all points during aggregation, packaging and transformation.

Moderate and High P11 Confidentiality Impact Level Supplemental Guidance: Related
Control: AC-13.

Moderate and High P11l Confidentiality Impact Level Parameter Values: ...
confidentiality and integrity...

Moderate and High P11 Confidentiality Impact Level Requlatory/Statutory References:
5 U.S.C. 8552a(e)(5) and (10); OMB Circular A-130, 7.g. and 8.b.(3) and Appendix 1;
OMB M-07-16, Att. 1, C.; OMB M-06-16

SC-12, CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT

Justification for Selection: Because cryptography is required to protect P1l and PHI,
cryptographic key establishment and management must be performed in such a way that
even the loss of keys will not permit access to the PIl or PHI.

PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals (45 C.F.R. Part 164 Subpart
D), then no breach notification is required following an impermissible use or disclosure
of the information. Therefore, organizations should use cryptographic protections for
PHI stored on electronic media. Related Controls: RA-3, SI-12.

Low, Moderate, High P1I Confidentiality Impact Level Parameter Values:
...centralized management of key generation, distribution, storage, access, and
destruction in accordance with NIST SP 800-55 and NIST SP 800-57...
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Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); E-Government Act of 2002 (Pub. L. No.
107-347), Title 111; OMB Circular A-130, 7.9.

PHI Reqgulatory/Statutory Reference: 45 C.F.R. 8164.312(e)(2)(ii)

SC-13, CRYPTOGRAPHIC PROTECTION

Justification for Selection: NSA-approved and FIPS-validated cryptographic modules are
the government standard for encryption. When PII requires encryption the organization
must comply with these standards.

PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals (45 C.F.R. Part 164 Subpart
D), then no breach notification is required following an impermissible use or disclosure
of the information. Therefore, organizations should use cryptographic protections for
PHI stored on electronic media. Related Controls: RA-3, SI-12.

Low, Moderate, High P11 Confidentiality Impact Level Parameter Values:
...... either FIPS-validated or NSA-approved cryptography to ensure the confidentiality
and integrity of PII in transit or at rest...

Low, Moderate, and High Pll Confidentiality Impact Level Requlatory/Statutory
References: OMB M-07-16, Att. 1, C; OMB M-06-16

PHI Requlatory/Statutory References: 45 C.F.R. 8§164.312(a)(2)(iv); 45 C.F.R.
8164.312(e)(2)(ii)

SC-28, PROTECTION OF INFORMATION AT REST

Justification for Selection: Because of the sensitivity of PII and PHI, the confidentiality
and integrity of such information must be assured for data at rest.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Control: SC-13.

Low, Moderate, and High PI1l Confidentiality Impact Level Parameter Values:
... confidentiality and integrity...
... PII...
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Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB M-06-16; OMB M-07-16, Att. 1, C.

PHI Regulatory/Statutory References: 45 C.F.R. §164.312(a)(2)(iv); 45 C.F.R.
§164.312(e)(2)(ii)

Control Enhancement: 1

Justification for Selection: Because of the sensitivity of PIl and PHI, the confidentiality
and integrity of such information must be assured for data at rest through the use of
encryption technologies if assurance is not provided by other means.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension:
Organizations must:
1. Encrypt data at rest in mobile devices for confidentiality to protect against loss,
theft, or compromise.
2. Encrypt data stored in network share drives to insure confidentiality.
3. Encrypt storage/back-up data where physical protection is either not available,
not implemented, or not audited.
4. Encrypt PIl in a database.
5. Encrypt data stored in the cloud — whether or not the cloud is government or
private.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Organizations may use file share scanning (e.g., DLP technology) to ensure compliance
with the requirement to encrypt P11/PHI at rest. Related Control: AC-13.

PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized. Related Controls: RA-3, SI-12.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b) and (e)(10); OMB M-06-16; OMB M-07-16 Att. 1, C.

PHI Requlatory/Statutory References: 45 C.F.R. 8§164.312(a)(2)(iv); 45 C.F.R.
8164.312(e)(2)(ii)

SI-1, SYSTEM AND INFORMATION INTEGRITY POLICY AND PROCEDURES

Justification for Selection: Policies that support protecting the integrity of systems and
information are necessary to meet the Privacy Act requirements to protect against any
anticipated threats or hazards to the security or integrity of records.
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Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(b)and (e)(10); OMB M-07-16

PHI Regulatory/Statutory Reference: 45 C.F.R. 8164.312(c)(1)

SI-3, MALICIOUS CODE PROTECTION

Justification for Selection: Malicious code protections are essential in system with Pl
because of the sensitivity and desirability of such information.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(5)(ii)(B); 45 C.F.R.
§164.308(a)(6)(ii)

SI-4, INFORMATION SYSTEM MONITORING

Justification for Selection: Monitoring of systems may capture PII transacted during the
monitoring period. While information system monitoring is necessary to protect the
security of the organization’s information and information systems, it must be done in a
way that protects the privacy of individuals and the data captured during monitoring.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Intrusion-monitoring tools may collect P11 of all types. Notice to users who are
monitored should be provided prior to system use. Controls sufficient to protect the type
of PII collected must be in place for the technology performing the monitoring, including
encryption of monitoring data that may contain PIl. When conducting information
system monitoring on internal or external networks which may collect PII, the
organization should coordinate with the organization’s counsel and privacy officer.

Low, Moderate, and High PIl confidentiality impact level Requlatory/Statutory
References: 5 U.S.C. 8552a(b), (¢)(10); OMB Circular A-130, 7.g.; OMB M-07-16

PHI Requlatory/Statutory References: 45 C.F.R. 8164.308(a)(1)(ii)(D); 45 C.F.R.
§164.308(a)(5)(ii)(B); 45 C.F.R. §164.308(a)(6)(ii)

SI-5, SECURITY ALERTS, ADVISORIES, AND DIRECTIVES
Justification for Selection: Receiving and acting on security alerts from US-CERT, or

other appropriate organizations, assists in protecting PHI by protecting information
systems against rapidly evolving threats.
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PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Reqgulatory/Statutory Reference: 45 C.F.R. 8164.308(a)(5)(ii)(A)

SI-7, SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY

Justification for Selection: Detection of unauthorized changes to P1l and systems
containing P11l is fundamental to ensuring integrity as required by the Privacy Act.

Low, Moderate, and High Pll Confidentiality Impact Level Parameter Values: ... PII...

PHI Parameter VValues: ... PHI...

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(5) ; OMB M-04-04; OMB Circular A-130, 7.g., and
Appendix Il

PHI Requlatory/Statutory References: 45 C.F.R. 8164.312(c); 45 C.F.R.
§164.312(e)(2)(i)

Control Enhancement: 6

Justification for Selection: Detection of unauthorized changes to P1l and systems
containing PII is fundamental to ensuring data integrity. NSA-approved or FIPS-
validated cryptographic modules are the government standard for integrity verification.
When PII requires integrity verification the organization must comply with these
standards.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension: Either
FIPS-validated or NSA-approved cryptography shall be used to detect unauthorized
changes to software, firmware, and information.

PHI Supplemental Guidance: Under HIPAA, encryption is an addressable control. The
decision to implement this control is dependent on a risk analysis to determine if or to
what extent it should be applied within the organization. Using cryptographic protection
allows the organization to utilize the “Safe Harbor” provision under the Breach
Notification Rule. If PHI is encrypted pursuant to the Guidance Specifying the
Technologies and Methodologies that Render Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals (45 C.F.R. Part 164 Subpart
D), then no breach notification is required following an impermissible use or disclosure
of the information. Therefore, organizations should use cryptographic protections for
PHI stored on electronic media. Related Controls: RA-3, SI-12.
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Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(10); OMB M-07-16, Att. 1, C; OMB M-04-04; OMB
Circular A-130, 7.g. and Appendix Il

PHI Reqgulatory/Statutory References: 45 C.F.R. 8164.312(c); 45 C.F.R. 8164.312(e)

SI-8, SPAM PROTECTION

Justification for Selection: HIPAA requires organizations to implement procedures for
guarding against, detecting and reporting malicious software which can be introduced to
the system through spam.

PHI Supplemental Guidance: Under HIPAA, this is an addressable control. The decision
to implement this control is dependent on a risk analysis to determine if or to what extent
it should be applied within the organization. Related Controls: RA-3, SI-12.

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(5)(ii)(B); 45 C.F.R.
8164.308(a)(6)(ii)

SI-10, INFORMATION INPUT VALIDATION

Justification for Selection: Information input validation serves two important purposes for
protecting P1I: 1) when PII is entered, validation techniques support data quality
measures (e.g., ensuring the Pl entered is the expected type and format of data), and 2) it
provides the capability to limit or exclude PII from being entered into a field (e.g.,
recognizing a restricted format, such as an SSN).

Moderate and High P11l Confidentiality Impact Level Parameter Values: ... PII...

Moderate and High P11 Confidentiality Impact Level Regulatory/Statutory References:
5 U.S.C. 8552a(e)(5), (e)(6), and (e)(10)

SI-11, ERROR HANDLING

Justification for Selection: An error in a system may reveal Pl or PHI. For example, if
there is an error posting a form that contains PIl and the system includes the PII entered
in the form when it writes to the error log, it will be visible to whoever has access
permissions to the error log. Therefore, error handling must be considered in design of
the system and access to errors containing P1l or PHI should be provided only to those
individuals with a need for that information in the performance of their duties.

Low, Moderate, and High PI1l Confidentiality Impact Level Parameter Values:
b. ... authorized individuals with a need for the information in the performance of their
duties...
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PHI Parameter Values:
b. ... authorized individuals with a need for the information in the performance of their
duties...

Low, Moderate and High PII Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(5) and (10); OMB Circular A-130, 7.9.

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(3)(i)

SI-12, INFORMATION HANDLING AND RETENTION

Justification for Selection: PII, even if not considered a “record” by statute, should be
handled and retained in accordance with applicable regulatory requirements,
organizational policies, industry best practices, and the FIPPs. Retention and handling of
PII which meets the definition of a “record” as defined by the Federal Records Act (44
U.S.C. §3301) should be addressed in a records disposition schedule. For PII that meets
the definition of a “record” as defined by the Privacy Act, for purposes of providing
notice the associated SORN should reflect the retention period from the organization’s
applicable record retention schedule. PHI must be handled and retained in accordance
with the HIPAA Security Rule as it has specific requirements for information handling
and record retention.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: For PlI
maintained in a Privacy Act system of records, the corresponding record management
requirements, including retention periods, must be addressed in the system of records

notice (SORN).

PHI Control Extension: HIPAA requires that the following actions, activities, and
assessments relating to the security of systems containing PHI be documented and
retained for at least six years from the date of its creation or the date when it was last in
effect, whichever is later:
. Decisions regarding addressable implementation specifications, specifically
why it would not be reasonable and appropriate to implement the
implementation specification in question;

. A user's right of access to a workstation, transaction, program, or process;
. Security incidents and their outcomes;
. Satisfactory assurances that a business associate will appropriately safeguard

PHI. This documentation is recorded in a written contract or other
arrangement with the business associate and must meet the applicable
requirements of business associate agreements. |If satisfactory assurances
cannot be attained, document the attempt and the reasons that these assurances
cannot be obtained;

. Repairs and modifications to the physical components of a facility which are
related to security (for example, hardware, walls, doors, and locks); and
. Changes to organizational policies and procedures.
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PM-1,

PM-2

PM-3

Low, Moderate, and High PI1I Confidentiality Impact Level Supplemental Guidance:
Related Controls: AP-2, DM-2,TR-2.

PHI Supplemental Guidance: Related Control: AC-21.

Low, Moderate and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(4)

PHI Reqgulatory/Statutory References: 44 U.S.C. 83301, 45 C.F.R. 8164.316(b)(1)(ii); 45
C.F.R. 8164.316(b)(2)(i)

INFORMATION SECURITY PROGRAM PLAN

Justification for Selection: Many parts of a privacy program rely on the organization
having a sound information security program. Similarly, an information security program
is informed by the requirements of a privacy program.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance: The
organization's approach to protection of Pl should be included in the information
security program plan, including defining roles and responsibilities for protecting PII.
Related Control: AR-1.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.9.; Federal Information
Security Management Act (Pub. L. No. 107-347)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308 (a)(1)(i)
SENIOR INFORMATION SECURITY OFFICER

Justification for Selection: Assigning security responsibilities to a senior official supports
the HIPAA Security Rule.

PHI Control Extension: The organization must designate privacy and security officials
responsible for the development and implementation of the policies and procedures
required by HIPAA (45 C.F.R. parts 160 and 164).

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.308(a)(2); 45 C.F.R. §164.530(a)

INFORMATION SECURITY RESOURCES

Justification for Selection: Ensuring that information security is adequately resourced
supports the implementation of all security-related privacy requirements.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
Reference: E-Government Act of 2002 (Pub. L. No. 107-347), 8208
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PM-5, INFORMATION SYSTEM INVENTORY

Justification for Selection: Maintaining a current information system inventory supports
privacy by informing PII inventories, data flows, and generally assists in monitoring the
maintenance and use of PII.

Low, Moderate, and High Pll Confidentiality Impact Level Supplemental Guidance:
Related Control: SE-1.

PHI Supplemental Guidance: Information system inventory should govern the receipt and
removal of hardware and electronic media that contains PHI.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: E-Government Act of 2002 (44 U.S.C. §3541); OMB M-07-16 Att. 1, B.1.

PHI Regulatory/Statutory Reference: 45 C.F.R. §164.310(d)

PM-7, ENTERPRISE ARCHITECTURE

Justification for Selection: Building privacy and security requirements into the Enterprise
Architecture promotes the successful and consistent incorporation of information security
and privacy practices into an organization’s business activities, processes, and systems.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Reference the Federal Enterprise Architecture Security and Privacy Profile (FEA-SPP)
for additional information. Related Control: AR-7.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); OMB Circular A-130, 7.9.; Federal Information
Management Security Act (Pub. L. No. 107-347)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(1)(i)

PM-9, RISK MANAGEMENT STRATEGY

Justification for Selection: A comprehensive risk management strategy includes privacy
as an input where appropriate to ensure privacy risks to individuals and organizations are
identified, prioritized, and managed consistently across the organization’s business
processes, programs, and systems.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: The risk
management strategy must include a process to evaluate and address privacy risks for
individuals and information (data) such as risk to individual, risk to the system, risk to the
organization, and risk to the enterprise. In addition to business risks that arise out of

Privacy Overlay 89



privacy violations, such as reputation or liability risks, organizational policies should also
focus on minimizing the risk of harm to individuals.

PHI Control Extension: The risk management strategy must include a process to evaluate
and address privacy risks for individuals and PHI such as risk to individual, risk to the
system, risk to the organization, and risk to the enterprise. In addition to business risks
that arise out of privacy violations, such as reputation or liability risks, organizational
policies should also focus on minimizing the risk of harm to individuals.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: OMB Circular A-130, 7.9.; OMB M-03-22; OMB M-06-16; OMB M-07-16,
Att. 1, B.1 and Att. 2, A.1

PHI Regulatory/Statutory References: 45 C.F.R. §164.308(a)(1)(ii); 45 C.F.R.
§164.316(a)

PM-10, SECURITY AUTHORIZATION PROCESS

Justification for Selection: The security authorization process provides a means for
evaluating whether a system/process has met given privacy safeguards and
documentation requirements.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension: The
organization's security authorization process must ensure privacy safeguards and privacy
documentation requirements, such PIAs and SORNs when applicable, have been
appropriately addressed prior to any security authorization.

PHI Control Extension: The organization's security authorization process must ensure
privacy safeguards and privacy documentation requirements have been appropriately
addressed prior to any security authorization.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Related Controls: AR-2, AR-7, TR-1,TR-2.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a(e)(10); Pub. L. No. 107-347, §208; OMB Circular A-130,
7.9.and 8.b.(3)

PHI Requlatory/Statutory Reference: 45 C.F.R. §164.308(a)(2)

PM-11, MISSION/BUSINESS PROCESS DEFINITION

Justification for Selection: The way an organization defines its mission/business
processes will have different levels of impact on privacy risks stemming from those
processes. Reviewing and revising mission/business processes until achievable privacy
protections are obtained is vital to reducing risk.

Privacy Overlay 90



Low, Moderate, and High PII Confidentiality Impact Level Control Extension: When
defining mission/business processes for information security and identifying resulting
risks, the organization must address the privacy risks stemming from those processes.

Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance: In
addition to business risks that arise out of privacy violations, such as reputation or
liability risks, organizational policies should also focus on minimizing the risk of harm to
individuals. Related Control: AR-2.

Low, Moderate, and High PIl Confidentiality Impact Level Regulatory/Statutory
Reference: OMB Circular A-130, 7.g. and 8.b.(1)(b), 8.b.(2)(b), and Appendix IV

PHI Requlatory/Statutory References: 45 C.F.R. §164.306(a) and (b)

PM-12, INSIDER THREAT PROGRAM

Justification for Selection: The privacy risks inherent with amalgamating sensitive PlI
from a myriad of data resources within an organization, such as human resource and
background investigation information, and the potential for scope creep require the active
participation, review, and concurrence of the Privacy Officer.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension: When
defining the requirements for and designing an organization's insider threat program, the
insider threat team must engage the participation, and obtain concurrence, of the
organization's Privacy Officer prior to implementation. For existing insider threat
programs, conduct a review of the program with the organization’s Privacy Officer to
ensure program meets applicable privacy requirements.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(5), (9), (10), ; E-Government Act of 2002 (Pub. L. No.
107-347), §208; OMB Circular A-130, 7.g.; OMB M-07-16

PM-14, TESTING, TRAINING, AND MONITORING

Justification for Selection: It is critical to integrate privacy risk management, compliance
monitoring, and testing into the organizational risk management strategy and the
associated testing and training requirements otherwise an important aspect of privacy
may be overlooked.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: Reviews
testing, training and monitoring plans for consistency with the organizational privacy risk
management strategy.

Low, Moderate, and High PI1l Confidentiality Impact Level Supplemental Guidance:
Related Controls: AR-4, AR-5, DM-3, SE-2.
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Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(9)-(10); Pub. L. No. 107-347, §208; OMB Circular A-
130, 7.9.; OMB M-07-16 Att.1, A.2.

PM-15, CONTACTS WITH SECURITY GROUPS AND ASSOCIATIONS

Justification for Selection: To maximize organizational compliance with privacy
requirements and best practices, the organization should ensure its privacy professionals
engage with both the organization’s security community and the Federal privacy
community to remain current and to share lessons-learned or other privacy-related
information.

Low, Moderate, and High PII Confidentiality Impact Level Control Extension: The
organization establishes and institutionalizes contact for its privacy professionals with
both the organization’s security community and selected groups and associations within
the Federal privacy community:

a. To facilitate ongoing privacy education and training for organizational personnel;

b. To maintain currency with recommended privacy practices, techniques, and
technologies; and

c. To share current privacy-related information including threats, vulnerabilities, and
incidents.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Ongoing contact with privacy groups and associations is of paramount importance in an
environment of rapidly changing technologies and threats. Privacy groups and
associations include, for example, special interest groups, forums, professional
associations, news groups, and/or peer groups of privacy professionals in similar
organizations. Organizations select groups and associations based on organizational
missions/business functions. Organizations share threat, vulnerability, and incident
information consistent with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and guidance.

Related Control: AR-1.

Low, Moderate, and High PII Confidentiality Impact Level Regulatory/Statutory
References: 5 U.S.C. 8552a; Pub. L. No. 107-347, §208; OMB Circular A-130, 7.9.;
OMB M-07-16; OMB M-05-08

AP-1, AUTHORITY TO COLLECT

Justification for Selection: An organization identifies the legal authority permitting
collection. Additional measures, including design choices, ensure the information system
collecting, using, maintaining, or disseminating Pl complies with those authorities
permitting the collection.
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Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Ensure P11 collected, used, maintained, or disseminated by the information system is
related to, and compatible with, the purpose and scope of the authority described in the
information system documentation, including privacy documentation such as a SORN or
PIA when applicable.

Low, Moderate, and High PI1l Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. §552a; Pub. L. No. 107-347, 8208

AP-2, PURPOSE SPECIFICATION

Justification for Selection: An organization identifies the authorized purpose(s) for
collection, use, maintenance, or dissemination of PIl. Additional measures, including,
but not limited to, design choices and auditing, ensure the information system collecting,
using, maintaining, or disseminating P1I complies with those authorized purposes.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Ensure the P11 collected, used, maintained, or disseminated by the information system
adheres to the specific purpose(s) described in the information system documentation,
including privacy documentation such as a SORN or PIA when applicable.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a(e)(3)(A)-(B); Pub. L. No. 107-347, §208(b)(2)(B)(ii) and

©@)(B)

AR-1, GOVERNANCE AND PRIVACY PROGRAM

Justification for Selection: Effective implementation of privacy and security controls
requires a collaborative partnering of the SAOP (or CPO), Chief Information Officer
(Cl10), and Chief Information Security Officer (CISO). To maximize organizational
compliance with privacy requirements and best practices, the organization should ensure
its privacy professionals engage with both its security community and the Federal privacy
community to remain current and to share lessons-learned or other privacy-related
information.

Low, Moderate, and High PIl Confidentiality Impact Level Control Extension:
Development of the strategic organizational privacy plan must be done in consultation
with the CIO and CISO. The organization establishes and institutionalizes contact for its
privacy professionals with selected groups and associations within the privacy
community:
a. To facilitate ongoing privacy education and training for organizational personnel;
b. To maintain currency with recommended privacy practices, techniques, and
technologies; and
c. To share current privacy-related information including threats, vulnerabilities, and
incidents.
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Low, Moderate, and High PIl Confidentiality Impact Level Supplemental Guidance:
Ongoing contact with privacy groups and associations is of paramount importance in an
environment of rapidly changing technologies and threats. Privacy groups and
associations include, for example, special interest groups, forums, professional
associations, news groups, and/or peer groups of privacy professionals in similar
organizations. Organizations select groups and associations based on organizational
missions/business functions. Organizations share threat, vulnerability, and incident
information consistent with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and guidance. Related Control: PM-15.

PHI Supplemental Guidance: HIPAA requires policies, procedures, and personnel
designations to be documented and for organizations to monitor changes in law.

Low, Moderate, and High PIl Confidentiality Impact Level Requlatory/Statutory
References: 5 U.S.C. 8552a; 44 U.S.C. 83506 (a)(3) and (g); Pub. L. No. 107-347, 8208;
OMB Circular A-130, 7.g.; OMB M-07-16; OMB M-05-08

PHI Regulatory/Statutory References: 45 C.F.R. 8164.530(a)(1)(i); 45 C.F.R.
§164.530(i)(1), (2), and (3)

AR-2, PRIVACY IMPACT AND RISK ASSESSMENT

Justification for Selection: Effective implementation of privacy risk management
processes requires both organizational and information system processes across the life
cycle of the mission, business processes, and information system. Privacy Impact
Assessments are structured reviews (qualitative and quantitative) of both the risk and
effect of how information is handled and maintained as well as the potential impacts or
harms to individuals and organizations for loss of control or mishandling of the P11.%° A
P1A-like process, even if not required for a particular information system, benefits an
organization and the individuals whose PII is in the information system by enabling the
organization to identify, evaluate, and manage the privacy risks for the PII in that system.

Low, Moderate, and High PII Confidentiality Impact Level Supplemental Guidance:
Information system privacy risk management processes operate across the life cycle of an
information system collecting, using, maintaining, and/or disseminating PIl. Such
privacy risk management processes include, but are not limited to, design requirements,
privacy threshold analysis, privacy impact assessments (P1A), and implementation of
secure disposition. While Section 208 of the E-Government Act does not require — or
prohibit — a PIA for a national security system (NSS), as defined at 40 U.S.C. §11103
(see Section 202(i) of the E-Government Act), an organization may benefit from
conducting a PIA or similar privacy risk evaluation on NSS as part of their internal risk
management process to e